No Hazga Onuc
1 | Ha3Ba cTpyKTypHOTO HiIpo3aiTy BockpeceHcbka cenmiHa pajia
2 | Jlata ocranHbOi penakiii 25.09.2026 p.
3 | BracHuk nokymeHra
4 | JlaTa 3aTBEpAKEHHS 25.09.2026 p
5 | Jlara HaOpaHHS YMHHOCTI 25.09.2026 p.
6 | BignmoBiganpHUii 3a iHpOpMaIiiHy
Oe3nexy
7 | I[locTayaqbHUKHU TIOCITYT TOB “XOYM-HET”, TOB “TOBIHET”, TOB
“HbIOHET”
8 | Yac OiokyBaHHS eKpaHy 10 XBHIMH
9 | EnexkrponHuii 3B's130K, enekTponHa | vselrada@gmail.com, office@voskr-rada.gov.ua
noira, kopuctyBanHs [ntepuerom | Intepuer mnpomaiizep TOB “XOYM-HET”, TOB
“TOBIHET”, TOB “HBIOHET”
10 | Aymut ineHTH(}IKaTOPIB BXOTY Pa3 na pix
11 | brokyBaHHS KOpHCTyBaya [Ticist TppOX HEBIAUX CIIPOO
12 | doxuHa mapoJist He menmie 10 cumBouiB
13 | 3miHa maposs 90 nid
14 | TloBTOpHE BUKOPUCTAHHS TTAPOJIIS 3
15 | A"THBIpYCHE nporpamue | Microsoft Defender
3a0e3MeyeHHs
16 | Bupobuuk Antusipycuoro I13 «Microsoft»
17 | OHOBIICHHS aHTUBIPYCY ABTOMaTHYHE OHOBJICHHS
18 | Cuctema ¢izndHOi 6e3meKH
19 | Yac pobotu
20 | be3neuni nBepi Hi
21 | JlerekTopu pyxy Hi
22 | JlaTunku ckiia Hi
23 | Kamepu BizieoCIOCTEPEIKCHHS Hi
24 | Hamaue oOmagHaHHsg Komm’roTepHa TexHika 3 JIOCTYIIOM JI0 MEPEKi IHTepHET
25 | Bignanene GIOKyBaHHS €KpaHa 5 XBWJINH
26 | 30epexeHHs 3aMuCiB 5 pokiB
27 | KontakTHuii HOMep Tenedony +380512-68-84-21



mailto:vselrada@gmail.com
mailto:office@voskr-rada.gov.ua

3ATBEP/I’)KEHO
PO3MOPSIKEHHS 3/IIHCHIOBaYa ITOBHOBAXEHB
CEJIUIIHOIO I'0JIOBH,
CEKpeTapsi CEIUIIHOI pagu
Bix 25.09.2026 Ne 58-p

MOJIITUKA IHOOPMAIINMHOI BE3IIEKHU
BockpeceHChKOI CeJTUIIHOIL paau



1. BBEAEHHSI
1.1. 3arajbpHi MoJI0KeHHSA

s momituka iH(pOpMalLiitHOT Oe3MeKu BHU3HAYAE OCHOBHI 3acaau 3a0e3IMeueHHs
HaJIeXKHOTO piBHA 1H(DOpMaIiitHOT O6e3neku BOCKpeceHChKOi CEeNMINHOI paau, naini —
[Tonituka a6o ckopoueno I1Ib. I1Ib cny&uTh HEeHTpaIbHUM IPOrPAMHUM JOKYMEHTOM 3
iHpopMaIliitHoi 6e3MeKu, 3 IKUM MOBUHHI OyTH 03HAHOMJIEH1 BC1 MPALIBHUKU CEIUIIHOL
paau, MAPSIHUKHN (TTOCTAa4aIbHUKK TIOCIYT), 1 BU3HAYa€E Aii, 3aCTEPEKEeHHs, 3a00pOHH,
AKUX TIOBHHHI JOTPUMYBATHUCS BCl KOPUCTYBaul 1HGOpMALIMHUX Ta IMU(PPOBUX aKTHBIB
cenumiHoi paau. llomiThka poO3APYKOBYETHCS Ta 3aTBEPXKYETHCS TOJIOBOK) CENUITHOI
paau Ta 30epiraeTbCs y BIJIMOBIIAIBHOIO 32 iH(POpMalliiiHy 0e3neKy CeIUIIHOI paau. Y
pa3i HEMOXKJIMBOCTI MPU3HAYUTH OKPEMOTO BIAMOBIAAIBHOTO 32 iH(MOpMaIliiiHy Oe3nexKy
yepe3 0OMEKEHICTh JIFOACHKOTO pecypey, (PYHKINIIO BiIMOBIIAIBHOTO 32 iH(OpMaIiiiHy
0e3reKy BUKOHYE HauyallbHUK BIJIUTY 3arajibHOi Ta opraHizaiiitHoi poOoTHu.

Hanexnuii piBeHp iHpopmaliiHoi Oe3neku, 1€ Takuid cTaH (I3UYHOTO,
iHbOpMaIlIITHOTO CcepeloBUIlla Ta CEpeIOBHUINA KOPHUCTYyBauiB 1HGOpMAIIHHUX Ta
U (poBUX aKTHBIB BOCKPECEHCHKOT CEIUIITHOT pajiu, SIKUK TapaHTy€e KOH(DIICHIIHHICTD,
JTOCTYIHICTh, IUTICHICTh 1HOpMAIli CEeNMMIMHOI pagd Ta CIHOCTEPEKHICTh 1
KOHTPOJIbOBAHICTh CUCTEM/TIIJICUCTEM, B SIKHUX 1151 i1H(HOpMAIIis IIUPKYITIOE.

Hanexuuii piBeHp iH(opMaiiiiHoi Oe3MeKu TOCATAEThCA 3a PaXyHOK BMLIOTO
3aCTOCYBaHHSI KOMIUIEKCY MPOTPAMHUX/TEXHIYHUX 3acO0IB Ta OpraHizamifiHUX 3aXOJIiB,
CIpSIMOBaHUX Ha 3a0€3MEUYCHHSI 3aXUIIEHOCTI JaHUX BiJl 3lI0BMUCHOTO BUKOPUCTAHHS.

Bumoru Ta o6mexxennst I11b, 3acTOoCOBYIOTBCS 10 MeEpekeBOi 1HGPACTPYKTYPH,
0a3 nmaHuMx, HOCIiB iHopmarllii, 3aco0iB mudpyBaHHSA, IPYKOBAaHUX JOKYMEHTIB,
MyJIbTHEMEIa (aiiniB, 3aco0iB 0E3IpOTOBOTO 3B'SI3KY, TEJICKOMYHIKAIIHHUX CHCTEM,
ayJ1io MOBIIOMIICHB Ta OyIb-SKHX 1HIIMX 3aC00iB, 1110 BUKOPUCTOBYIOTHCS IS TIepeadi,
o0poOku Ta 30epiraHHs iH(pOpMaIii y BCIX amapaTHUX, MPOTrPaMHUX Ta IHIIUX
iHbopMartliitHux Ta IUGPOBUX cHCcTeMax cenumHoi paau. lliel momiTHKM TOBUHHI
JOTPUMYBATHUCS BCl MITaTHI Ta TUMYACOBI MPAIIBHUKK B YCiX MICHSIX (Ha pobouomy
MicIri, B OyMIBJISX CEIUIIHOI pajJii YU MPAIIOIOYH BiJIaJIeHO), a TaKOX MiAPSTHUKA —
MOCTAYaJIbHUKH TOCIYT, K1 MPAIIOI0Th 3 CETUIITHOIO PAIOL0.

1.2. I'nocapiit

1.2.1.  3aranpHi TEpMiHH Ta aOpeBiaTypH,
SIKI BAUKOPUCTOBYIOTHCSI B IbOMY JOKYMEHTI.

AKTHB — MarepiajbHi Ta HemaTepiaiabHi 00 €KTH abo 1HdOpMalis, 10 MarTh
LIHHICTD ISl CEJTUIIHOI PajIy.

Bpanamayep — crnemianbHe o0najgHaHHsA a0o0 mOporpamMHe 3a0e3nedyeHHs, 110
MpaIoe Ha KOMM'IOTEpP1, SIKE 03BOJIsiE a00 BIIMOBIISIE B MPOXOJKEHHI Tpadiky uepes



HbOT'0, Ha OCHOB1 HAOOPY MpaBUIIL.

BIb - BianoBimanbHuil 3a iH(QopMauiiiHy Oe3mneKky, Hmpu3HadeHa ocola, sKa
BI/IMOBIa€ 3a BIpoOBakKeHHs Ta AoTpuManHs [lomiTuku iHdopmaiiiiHoi Oe3neku y
BockpeceHcbkiit cenumiHiil paai. Y pa3i HEMOXJIMBOCTI MPU3HAYUTH OKPEMOIO
BIJIMOBIJANBHOTO 3a 1H(popMaliiiHy Oe3neky, Horo (QYHKII0 BHKOHYE HaudaJbHUK
BIJIJIUTY 3arajbHOi Ta OpraHizaiiitHoi po6oTH.

Bipyc — mkignuBe nmporpamHe 3a0e3neueHHs, 34aTHEe BIATBOPIOBATH came cele 1
3a3BUYail 37aTHE 3aBJaTH BEJMKOI WKoAW ¢aiinam abo IHIIMM [porpamMam Ha
KOMIT'IOTEpI, IKH BOHO aTaKyeE.

JoctynHicTh indgopMalii — BIaCTUBICTb, SIKa TapaHTye Te, U0 3a0€3MeUyeThCs
CBOEYACHUH JIOCTYN aBTOPU30BAaHUX OCIO Ta mpoiieciB 10 iHdopMaIllii, a TaKoX BIACYTHI
npoctoi B mpoueci ii 0OpoOku, TOOTO KoM 1HQOpMALid 3HAXOAUTHCA y BUTJIAII,
HEOOX1THOMY KOPHUCTYBaud€Bi, B MICIli, HEOOXITHOMY KOPUCTYBau€Bl, 1 y TOW Yac, KOJIU
BOHA oMy HeoOXiHa. Y BUMNAAKY BTpaTu iHQOpMaIlii iCHyE MOKJIMBICTh CBOEYACHOTO 11
B1JTHOBJICHHS.

OJIA — oGnacHa nep:kaBHa aJIMIHICTpaIlis.

3oBHimHiI Hocii ingopmanii — komnakT-gucku, DVD-aucku, nuckeru, Quemkwu,
USB, ¢uem- HakonmuvyBayi, KaceTH Ta 1HIIII.

Ib - indopmamiitna Oe3srmeka, 1e Tmporec, SKU 3abe3reuye 30epeKeHHS
Bu3HaueHux [lomiTukoro Oe3meku BiacTUBOCTEW iHGopMalii Ta CHOpSIMOBaHUN Ha
3armo0iraHHs HECAaHKI[IOHOBAHMM JiiM B 1HGOpMAaIiiHIN cHUcTeMi, IO BKJIIOYAE
CYKYTHICTh OpraHi3aiiifHO-TeXHIYHUX 3aXOJ(iB 1 MPABOBUX HOPM IS 3amoOiraHHs
3aMoISTHHIO IIKOU 1HTEpecaM BiIacHUKa 1H(opMaIii i iHpOpMaIiifHOT CUCTEMH.

IC - indopmarmiiina cucrtema, oprasizaliiHO-TEXHIYHA CHUCTEMa, VY SKid
peanizyeTbesi TEXHOJIOTiE 00poOku iH(opMalii 3 BUKOPUCTAHHAM TEXHIYHHX 1
IpOrpaMHHUX 3aCO0IB.

IT — indopmariiina TEXHOJIOT 1.

Kondinenuiiinicts indopmanii — BnacTuBicTh, sika rapanTye Te, M0 TOCTYI J0
iHOopMaIlii MOXKYTh OJIep>KaTH TUTLKH aBTOPU30BaH1 0coOH ab0 MpOoIecH.

KopuctyBau - Oynp-ska ocoba 31 CKJIaay TMpamiBHUKIB CEIHMITHOT pajiH,
YIIOBHOBa)KECHA HA JIOCTYII JI0 TIEBHOTO 1H(GOPMAIIIHHOTO pecypcy.

KopuctyBaui 3 MOXKJIUBOCTAMHU 3aNUTY (JIMIIE JAJIS1 YUTAHHA) — 0COOHU, STKUM
Ha OCHOBI MpaB JIOCTYITy 3a00pOHEHO 0aBaTH, BUAAIATA a00 3MIHIOBATH 3aMKCcH B 06a3i
JaHWX Ta IHIIUX JOCTYIMHMX iM MacuBax iHdopMairii. Ix cucremunit JOCTYII
0OMEKYETHCS JIUIIE 3YNTYyBaHHSAM 1H(pOpMaITii.

KopucryBaui 3 MOX/IMBOCTAMH pPeIaryBAHHSI/OHOBJIEHHSI — OCOOM, SIKUM
JI03BOJIEHO Ha OCHOBI MpaB JIOCTYyNy I0AaBaTd, BUJANATA a00 3MIHIOBATH 3allUCH B
0a3ax JaHUX Ta IHIIMX MacuBax 1HPOpMAIlii yIpaBIiHHS.

JlokajibHA Mepeka — KOMIT'IOTEpHA MEPEKa CEITUIITHOT pajIn.

HIb — nonituka iHpopMaIiiHOT Oe3neku, e IEHTPAIbHUM, ITpOrpaMHUI
JOKYMEHT, SIKUHA BU3HA4Ya€ OCHOBHI 3acagud 3a0€3MEUYEHHs HaJeKHOTO PIBHA
1H}OopMaIliiftHOT OE3MEKH CEeUIIHOT PaIH.



Ilepconan — BC1 npaliBHUKK CEJIUIIHOT paJiv, K1 BAKOPUCTOBYIOTh 1H(MOpMALIIHI
pecypcH, KOMI'tOTepHe, TeIEKOMYHIKaIliiHe 1 oicHe 00JiaJHaHHS BIAMOBIIHO JI0 CBOIX
oca0BUX 000B’ A3KIB.

IIK — nepcoHaJIbHUN KOMIT FOTED.

IIpuBineiioBani KopucTyBauyi — CUCTEMHI aJMIHICTPATOpHU Ta IHIII OCOOH, SIK1
KOHKPETHO 11eHTU(]IKOBaHI Ta MalOTh CAHKIIOHOBAHMM KEpPIBHUITBOM JOCTYIl [0
NeBHUX 0a3 JaHUX Ta MacuBiB iH(OpMaIlii.

PI'lIb — poboua rpyna 3 iHdopmalliiiHoi O0e3neKku, KOJEKTUBHUI KEepIBHUI Opran
CEeJUIIHOT paiu 1HPOPMAIIHHOI OE3MEKOI0 CEJIUIIHOI PajIH.

CrnocTrepeKHiCTh CHCTEMH - BIACTHBICTH, IO J03BOJSE (DIKCYBaTH IisITBHICTH
KOPUCTYBadiB 1 MPOIECIB, a TaKOX OJHO3HAYHO YCTAHOBIIOBATH 1IEHTU(IKATOPH
NPUYETHUX JIO TEBHUX TMOAIM KOPUCTYBauyiB 1 MPOIECiB 3 METOK 3amoOiraHHs
MOPYIIEHHS MOJITUKU Oe3MeKn a0o 3a0e3neueHHs BiANOBIATLHOCTI 32 MEeBHI JIii.

CYIb - cucrema ynpapiiHHA 1HQOpPMAIIfHOIO O€3MEK00, 1€ KOMILUIEKC
OpraHizaliiiHuX, NPOTPAMHHUX, TEXHIYHMX 1 (I3UYHUX 3aXOAiB, CIPSMOBAHUX Ha
yIPaBIiHHS PU3UKAMH, 1110 MOB'A3aH1 3 BUKOPUCTAHHSAM B CENUIIHIN pajal iHopmarlrii Ta
1HGOpMAIIITHUX TEXHOJIOT1i.

Tpersi cTopoHa — ¢izuuHa um ropuaUYHA ocola, sAKa mepedyBae y OyIb-IKHUX
JOTOBIPHUX BITHOCHMHAX 3 CEJHUIIHOIO PAJ0I0 Ta € CTOPOHOIO TAKUX BITHOCHH.

HinicuicTs indopmanii — BiacTUBICTH, sIKa rapaHTye Te, 10 iHGOpMaIlis He
MICTUTh TIOMHJIOK, € aKTyaJIbHOI, BHYEPIHOIO, OyIb-Aki 3MiHM iHGopMaIii
3MIIACHIOIOTHCS aBTOPU30BAHUMHU 0CO0aMH YU TIPOLIECAMHU.

IIudpyBanHss — 1porec TNepeTBOpPeHHsA iHdoOpMallii, BHKOPHUCTOBYIOUH
aNrOpUTM, MO0 3poOWTH ii HeuuTaOeIbHOW [ OYyIb-KOTO, KpIM THX, XTO Mae€
aBTOPU30BaHY «IOTPEOY 3HATH.

VLAN - BipryanmsHa JOKaJibHAa Mepeka — JIOKaJlbHa Mepeka, sKa
BUKOPHUCTOBYETHCS ISl CETMEHTAIIll MepeKeBOT0 TpadikKy 3 METOI0 aJMIHICTPYBaHHS Ta
Oe3mneKu.

VPN — BipTyansHa mpuBaTHa Mepeka — 3a0e3nedye 0e3neuny nepenavyy 1aHux Ta
JOCTYI Yepe3 3arajibHOI0CTYITHI MEPEXKI.

1.2.2. IHmii TepMiHHM, IO BXKUBAOTHCS Yy ik [TomiTuii,
3aCTOCOBYIOTHCS B 3HAUEHHSX, BU3HAUCHUX YMHHUM 3aKOHOJIABCTBOM Y KpaiHHU.

1.3. 3acTocoBaHi Mo10KEeHHS
Huxue HaBegeHO mepedik HOPMAaTHUBHUX Ta PEryJjJlOIYUX 3aKOHIB, AaKTIB,
CTaHJapTIB Ha OCHOBI SIKUX PO3POOJIEHO N TOKYMEHT.

1. 3akon VYkpainu «IIpo ocHOBHI 3acanu 3a0e3nedyeHHs KiOepOe3neku
Ykpainn».
2. 3akoH Ykpainu «IIpo iHpopmarrirom.

3. 3akon VYkpainm «[Ipo 3axuct iHdopmamii B  iHMOpMaIliiiHO-
TEJIEKOMYHIKaIITHUX CUCTEMAX).



4. 3akon VYkpainum «lIpo enexkTpoHHI JOKYMEHTHM Ta  E€JIEKTPOHHUH
JIOKYyMEHTOO001r».

5. IToctanoBa KMY Ne518 Bix 19.06.2019 «IIpo 3aTBepaxeHHs 3araJbHUX BUMOT
710 K10ep3axucTy 00'€KTIB KPUTHUHOI IHPPACTPYKTYpU».

6. ISO/IEC27000:2019 - Iudopmamiiini TtexHosorii - Meroau 1 3acobu
3a0e3nedeHHs Oe3nexku - CucTeMH yHpaBiliHHS 1HPOpPMaliiHOW 0e3nekoro - 3arajibHi
B1JIOMOCTI 1 CJIOBHUK.

7. ISO/IEC 27001:2013 - Indopmartiitai TexHosorii - Meronu 3axucty - CucreMu
yIpaBiliHHS 1HPopMaliiiHO0 0e3nekoro — Bumoru.

8. ISO/IEC 27002:2013/COR 2:2015 - Iudopmamiiini TexHozorii - Meroau
3aXUCTY - 3BIJ] pPEKOMEHI0BAHUX MIPABMII JIJIsl YIIPABIIIHHS 1HPOPMaIIiitHOIO O6€3MEKO}O.

9. ISO/IEC 27003:2017 - Indopmartiiini TexHoorii - Meroau 0e3neku - CucreMu
yIpaBiliHHs 1HpOopMaIliifHOI0 O6e3nekoro — KepiBHUIITBO.

10. ISO/IEC 27004:2016 - Iudopmarmiitai texnosorii - Metoau Oe3mneku -
VYnpasninas iHQopMalliitHO 6e3meKor0 - MOHITOPUHT, BUMIp, aHAJII3 1 OIliHKA.

11. ISO/IEC 27005:2018 - Iudopmariitai Texnosorii - Metoau Oe3mneku -
VYnpaBiiHHs pu3ukaMu iHPOpMaliitHOT Oe3NeKu.

12. ISO/IEC 15408-1:2009 - 3arampHi KpuTepil OI[IHKHA 3aXHIIEHOCTI
1HbOpMAIIITHUX TEXHOJIOT1H.

13. ISO/IEC TS 27008:2019 - Metonu 0e3rnexu - Bka3iBku IUIs OL[IHKHA 3aC00iB
KOHTpPOJIIO 1H(OpMaIiitHOT 6e31eKu.

14. 1SO 27032 — [adopmarriitai TexHosorii. MeToau 3axucry.

15. ISO 27035 — YnpaBniHHS IHIWICHTaMHU.

2. OBOB’A3KU ITPAIIIBHUKIB

2.1. Bumorwu a0 npaniBHHUKIB

[lepmioro iHIEIO 3aXHWCTY B CHUCTEMIi YyMpaBliHHS iH(OpPMAIIHHOIO OE3MEKOI0 €
nepcoHan abo kopucryBadi. KopuctyBaul HeCyTh BIANOBIAAIBHICTh 32 O€3MEKy BCiX
JaHUX, K1 MOKYTh HAJAXOAUTH 10 HUX Y Oyab-ikoMy (opmari.

OO0O0B'I3KOM BCiX MPAIIBHUKIB CEIUITHOT PAJIH € BXXUTTS HEOOX1THUX 3aXOIB IS
3abe3reueHHs  (i3uyHOT Oe3mekw aKTUBIB cenumHoi paau. SAxkmo Oyas XTo 3
MPaIliBHUKIB 0a4NTh HEBCTAHOBJICHY 0CO0Y B CIIy’)KOOBOMY MPUMIIIEHHI YW MPUMIIICHH1
3 OOMEXEHUM JOCTYIOM, BIH/BOHAa TOBHHEH BXXHTH BCIX MOMIIMBHX 3aXOIiB IS
BUBEJICHHA TaKoi OCOOM 13 3a3HAYEHOTO MPUMIIIEHHSA Ta MPOiH(GOPMYBATH MPO TAKUUH
Bumaiok BIb abo oxopony nmpu HassBHOCTI CITy>KOU OXOpPOHH.

3axuct pobounx cranilii. Bei podoui craniii (I1K), siki 3HaxoasThCA B 3aKIajl HE
MOBHHHI 3aJUIIATH CEIUIIHY paay Oe3 BIAMOBIIHOIO 103Boy KepiBHUKA uu BIb. Beim
HOBUM KOPHUCTYBayaM HAJA€ThCS MEPIIUM THCTPYKTAX HA POOOYOMY MICII1 IIOJI0 TTPABUI
BUKOPHUCTaHHSI Ta 30epiraHHs poOouyux craHmii cenumuoi panu. bimpmiicts MK
CEJIMIIHOT paau MICTATh KOH(IACHIIHHI JaHl KaJApOBOro 4 (PIHAHCOBOTO XapakTepy,
TOMY CIIiJT JAOTPUMYBATHCSI MaKCUMaJbHOI OOEpeXHOCTI, 100 1l JaHi He Oyiau




ckoMrpoMeToBaHi. [Ipu BUKOpUCTaHHI POOOYMX CTaHIIM 32 MEXaMH CEIUIIHOI pajau
KOPHUCTYBau IMOBMHEH BXHUTH BCIX MOXJIMBUX 3aXOJIB 13 3a0e3MeueHHs Oe3MeYHOro
30epiranns ta BukopuctanHs 11K, iHpopmarii Ta mporpaMHOro 3a0e3nevyeHHs, U0 Ha
HbOMY 3HaXOJSAThHCA.

Ha pobOoumx cTaHIisfAX, CEepBEPHOMY Ta IHIIOMY IU(ppoBOMY OOJIa HAHHI
JI03BOJICHO BUKOPUCTaHHS TUIBKM JILEH3IMHOTO NpOrpaMHOro 3abe3nedeHHs Ta/abo
CHELIaJIbHOTO MPOTPaMHOT0 3a0€3NEUEHHS], SIKE HaJJa€ThCsl aBTOPU30BAHUM BUPOOHHUKOM
pa3oM 3 anapaTHUM 3a0€3MCUCHHSIM.

[IK 6e3 Harasay — poOoyl cTaHIil, K1 3aJUIIAI0TECA 0€3 Harisay MOBHHHI OyTH
3a0JI0KOBaH1 KOPUCTYBAYEM IPU BUXO/I1 3 poO0ouoi 30HU (podouoro micis). Lle mpaBuio
HarajayeTbcsl yCiM MpaliBHUKaM IIiJ] 4Yac HaBYaHb 3 iHpopMaliiiHoi 6e3neku. Takox Ha
poOOYMX CTaHIISIX TMOBUHHO 3aCTOCOBYBAaTMCh HAJIAIITYyBaHHS AaBTOMATHYHOIO
OnokyBaHHs ekpaHa micis gecsatd (10) xBunmuH OesnpisuibHOCTI.  [lpariBHUKam
3a00pOHEHO BIIKJIIOYATH YM 3MIHIOBATU 1€ HaJAIITyBaHHS 0€3 BIAMOBITHOTO J03BOJY
BIb.

Po6oui cranuii, HoyTOykHu, TenedoHH1 anapaTH iHIIe MUdpoBe OOJIa HAHHS, SKE
3HaXOAUTHCS B 30HI JIO3BOJICHOT [IJIi 3HAXOJPKCHHS BIJBilyBaudiB, IOBUHHI OyTH
oOJlalmToBaHl CIEMiAIbHUMUA 3aMKaMH Ta JIpPOTOM TPHUKPIIUICHHsS s (ikcallii Ta
YHEMO>KJIUBJICHHS iX BUHOCY 3 MICIISl pO3TalllyBaHHS.

Homamine Bukopuctanss [1K. Jlo3BossieThbecsl MAKIIOYATH 10 JIOKAJIBHOT Mepexki
CEJIMIIHOT paJd TUIBKM TaKe KOMIT'IOTepHE OO0JIalHaHHA Ta MporpamMHe 3a0e3leyeHHs,
aKke J03BOoJIeHO BHKopucTtoByBatu. Ha IIK, mo aucraHmiiHO MigKIIOYAETHCA 10
JOKAJIBbHOI MEpEeXi CEeNMIIHOI paad MoKe OyTH BCTAaHOBIIGHO JIMIE MPOrpaMHe
3a0e3MeueHHsl, CXBaJIeHe NIl BUKOpUCTaHHs. [lepcoHanbHi KOMMI'TOTEpH, IO HATAIOTHCS
JUIS. TACTaHIIHOT POoOOTH, MOBHHHI BHUKOPHUCTOBYBATHCS BHUKIIOYHO B CIIYKOOBUX
miax. IlepcoHan 1 MiApSAHUKA TOBUHHI OYTH O3HAMOMJICHI 1 PO3YMITH TEPENiK
3a00pOHEHUX BUJIB AISNIBHOCTI, SIKM BUKJIQJACHUA y MyHKTI 2.2. HUx4Ye. CaMOBiIbHE
nepeHaamTyBaHHsT a00 3MiHM KOHQIrypalii He JOMyCKaloThCcs HAa KOMITIOTEpax, IO
BUKOPUCTOBYIOTHCS ISl IUCTAHIIIHOT POOOTH IEPCOHAIIOM.

30epekeHHs] TpaBa BIACHOCTI - YCI IporpaMHi 3acoOM Ta JTOKYMEHTAIis, IO
BCTAHOBJIIOIOTHCS Ha POOOYMX CTAHIlIAX a00 HAMAIOTHCS MPAIIBHUKAM YU MIAPATHAKAM
JUTs 3a0€3MeUeHHSl JisTbHOCTI CeITUIITHOT Pajiv, € BIIACHICTIO CEJIMIIHOI paju, KO 1HIIS
He Tiepe10avyeHo YMOBaMH BiIITOBITHOTO AOTOBOPY. [IpaBo BIaCHOCTI CENMIMHOI paan Ha
mporpamMHi 3acobu 30epiraetbecst y paszi iX odiliifHOro oOJiKy Ta 3aTBEpIKCHHS
BIJIMOBITHUM aKTOM (HANpPHKIaA, akToM MojepHizaiii APM), y skoMy 3a3Ha4a€ThCs
MEepeNik BCTAHOBIIGHOTO TPOTPAMHOTO 3a0€3MEYCeHHS pPa3oM 13  MiATBEPKCHHSIM
JMUEeH3IMHUX TpaB. Y pa3l BUKOPUCTAHHS Ha pOOOYUX CTaHISIX MPOTPAMHOTO
3a0€3MeUeHHs] 3 BIAKPUTUM BHUXIIHUM KOJOM abo0 mporpam, OpuaOaHUX 3a KOLITH
npaiiBHUKIB, Take [13 He BBa)kaeThCsl BIACHICTIO CEIUIIHOI paju, SKIIO0 HE 0(OPMIIEHO
BIIMIOBITHUM aKTOM I€peaadl 4 JOTOBOPOM IIIOJI0 MTPaB KOPUCTYBAHHS.




2.2. 3a0opoHeHa AiSlJIBHICTH

[IpamiBHukam 3a00poHsi€TbCsl 31IMCHIOBaTH HactynHl Ali. [lepemik He €
BruuepnHUM. Ha iH111 3a00poHEeH1 BUIU MISJIBHOCTI € MOCHUJIAHHS B 1HIIUX MICISIX I[bOTO
JTIOKYMEHTA.

o Jii 1o npu3BoasATh /10 30010 iHQopmalliiHoi cucremu. HaBmucHi nii mo
MPU3BOAATH 10 30010 1H(OpMALIHHOT cCUCTEMHU KaTeropudHo 3aboponeHi. KopucryBaui
MOXXYTh HE YCBIJOMJIIOBaTH, II0 BOHU CIPUYMHMWIM 301 cUCTeMH, aie [Kuo Oyne
BUSIBJICHO, 110 301d CTaBCsl B pe3yJbTari Jiii KOPUCTyBayda, MOBTOPHI /il KOPUCTYyBaya,
10 MPU3BOAATH 710 30010 1HGOPMAIIMHOT CUCTEMU MOXYTh PO3IJISIAATUCS SIK HABMUCHUIM
BYMHOK.

o Cnpoba HECaHKIIIOHOBAHOTO JOCTYyNy A0 iHGOopMaIliifHOro pecypcy abo
cupoba 061t dyHkuito 6e3neku. lle Bkimrowae B cebe 3amyck mporpam ajis 3J0MY
napojiiB abo mporpaM Il CKaHyBaHHS JIOKQJIbHOI MEPEXi 3 METOH BHSBIICHHS
Bpa3IMBOCTEH, a TakoX cnpobu oO0iITH 3a00pOHY Ha JOCTyNm 10 iH(OpMAIIHHUX
pecypcis.

) 3aBaHTakeHHS a00 cnpola 3aBaHTaAKEHHS KOMITIOTEPHUX BIPYCiB, TPOSHIB,
IIIUTYHCHKUX MpOTrpaM a0o0 1HIIMX BU/IB IIKIUIMBOTO MPOTPaAMHOI0 3a0e3NedeHHs B
iHbopMalliiiHy cucteMy. BuHATKOM Moxe OyTH mepeBipka CTIHKOCTI CHUCTEMH
YIIOBHOBAKEHUM  TEPCOHAIOM abo0  MpeACTaBHUKAMHM  TPEThbOi  CTOPOHH, IO
aBTopu3oBaHo nepeipse CYIb.

° HecankmionoBanui meperisaa iHdbopmarii. YMHCHHN, HECAHKI[IOHOBaHUI
goctyn abo meperyian iHdopmarllii, A0 sSKOi He HaJaBalMCs MpaBa HAa JOCTYN YU
HEeperJisi BIAMOBIAHO JO MpaBWIa «HAJIAaHHS MIHIMAJIbHO HEOOXITHOTO JOCTYITY» s
BUKOHAHHS CIIY»KOOBHUX 3aBJaHb. L{inecnpsmoBana crnpoba neperisgy abo DocTymy 10
iHdopMarlii, 70 sAkoi He Oyno HagaHO JocTymy 3a Bu3HadeHoto B IIIb mpomemayporo,
CYyBOPO 3a00pPOHEHO.

o BukopucranHsg  ocobuctoro  abo  HEJO03BOJIEHHOIO  IPOrpaMHOTO
3a0e3nedeHHs] Ha poOOYnX CTaHIlAX. Bukopucranus ocobuctoro abo HE03BOJICHHOTO
mporpaMHoOro 3a0e3neueHHs Ha poOOYMX CTaHIIAX YIpaBliHHA 3a0opoHeHO. Bce
mporpaMHe 3a0e3MeueHHs, BCTAHOBJICHE Ha POOOYMX CTAHI[ISAX, MAa€ OYTH 3aTBEpPKEHE
Ta J03BOJICHE /0 BUKOPUCTAHHS.

o BukopucTtanHs  HeNiIEH3IMHOTO0  mporpaMHOTO  3a0esmeueHHs. Bce
mporpaMHe 3a0e3leueHHs, SKe BCTAHOBICHE Ha pOOOYHMX CTaHIIAX TMOBUHHO OyTH
JIIEH31MHUM Ta/a00 JTO3BOJICHUM J0 BUKOPHUCTAHHS.

o BukopucToByBaTH JI03BOJIGHE MPOrpaMHE 3a0e3MeueHHs HE HAICKHUM
grHoM. [lopymryBaTti abo HaMaraTUCsl MOPYIINTH YMOBHA BUKOPUCTaHHS a0o0 JIEH31HY
yrogy OyIb-SKOTO MPOTPaAaMHOTO TMPOAYKTY, IO JO3BOJICHO /O BUKOPHCTAHHS Ha
poOOYUX CTaHIIAX, CYBOPO 3a00POHEHO.

) BukopucroByBatu iHdOpMalliiiHI CHUCTEMU HE HaJeXKHUM 4YMHOM. bpatu
y4acTh y OyIb-AKii JISTIBHOCTI 3 OYIb-SIKOIO METOIO, SIKa € HE3aKOHHOIO a00 CyNepeunTh
YUHHINA noniTUL iHGopMaliiHOi 0e31eKH, CyBOpO 3a00POHEHO.




2.3. KopucryBanusi IHTepHeTOM Ta €JIEKTPOHHOIO MOLITOIO

EnexTpoHHi 3acobu KOMyHIKalii Ta IHTepHET € JI€BUMH IHCTPYMEHTAMHU
MIJBUIICHHS MPOAYKTUBHOCTI, JIIOBE BUKOPUCTAHHS EJIEKTPOHHUX KOMYHIKaIlii
3a0xouyeTbest. OHAK yci CUCTEMHU €JIEKTPOHHOTO 3B'SI3KYy Ta BCl MOBIJOMIICHHS, WIO
reHepyIoTbCcsd Ha OOJIaJHAHHI, 110 HaJIEeKUTh BOCKpeceHChKiM cenumHii pajii, abo
00pOOJISIIOTBECS HA MPUCTPOSAX, IO HAJIEKATh CENMINHIN paji, BBAXKAIOTHCA BJIACHICTIO
BockpeceHcbKoi cenuiHol paau, a He BJIACHICTIO OKpeMHMX KopucTyBadiB. OTxe, Ui
MOJTITUKA TIOMIMPIOETHCS HA BECHh MEPCOHAN 1 MIAPAIHUKIB (TPETIO CTOPOHY) Ta OXOILIIOE
BC1 €JICKTPOHHI KOMYHIKaIlli, BKJIIOYAIOUM, aje He OOMEXYIYUCh HUMH, Tele]oHH,
€JIEKTPOHHY TOIITY, TOJIOCOBY MOIITY, OOMIH MUTTEBUMH IMOBIIOMJICHHSIMU, [HTEpHET,
(akc, nepcoHalibH1 KOMIT'IOTEPH Ta CEPBEPHU.

Hapani mnpaniBHukam iHdopmaniiHi pecypcu, Taki Sk poboul craHuii abo
HOYTOYKHM, KOMIT'FOTEPHI CHCTEMH, MEpPEXKi, CJIIEKTPOHHA TIOIITa, IMPOTPaMHE
3a0€3IeUeHHsI, a TAKOX JIOCTYN J10 [HTepHET, Npu3HaYeH1 /i1 BUKOPUCTAHHS B J1J10BHX
miax. OgHak 0cOOMCTE BUKOPUCTAHHS TOMYCTUMO JI0 THUX TP, TIOKH 11€:

- HE BIJIBOJIIKa€ BiJl BUKOHAHHS poOO0TH 200 PYHKI[IOHATIBHUX 000B’ SI3KIB,

- HE 3MEHIIYE MPOAYKTUBHICTh MPAI[IBHUKIB,

- HE MEPEeIIKO/KAE ISITBHOCTI YIpaBIiHHS,

- HE MOpYIIYye HIYOr0 3 HACTYITHOTO:

1) He3aKOHHA MisVIbHICTL - BHKOPHCTAaHHSA IHQOPMAI[ITHUX pecypciB
BockpeceHcbkoi cenMIHOT paau A JOCSATHEHHS HE3aKOHHUX Iuied abo s
3MIIHCHEHHSI MPaBOIOPYILIEHB, CYBOPO 3a00poHeHO. [lopylieHHs aBTOPCHKUX MpaB — I1€
BKJIIOUA€ CKAauyyBaHHS, TUPaXYBaHHS Ta BUKOPUCTAHHS TMIPaTChKOTO MPOTPAMHOTO
3a0e3IeueHHs], My3UKH, KHUT, Bifico Ta ayio (ainiB, a TakoX HE3aKOHHE AyOJHOBaHHS
Ta/ab0 PO3MOBCIOKCHHS 1H(OpMaIlii Ta I1HIIOI I1HTEIEKTyalbHOI BJIACHOCTI, SKa
nepeOyBae i aBTOPCHKUM IIPABOM;

2) KoMmepluiliHe BHKOPUCTAHHA — BHKOPUCTAHHSA iH(OOPMAIIMHUX pecypciB
BockpeceHCbKOT CeNUINHOI paad JUisi OTPUMaHHS OCOOMCTOI BUIOJIU CYBOPO
3a00pOHEHO;

3) moJiTHYHA MiSUIbHICTH — BCS TOJITUYHA MISUIBHICTH CyBOPO 3a0OpOHEHA B
OPUMIIICHHSX Ta 3 BHUKOPUCTaHHSAM 1HGoOpMaIiiHuX pecypciB  BockpeceHChKOi
CENIMIIIHOT paau. 3aKiaJ 3a0X0UYye€ CBOIX MPAIliBHHUKIB TOJIOCYBaTH Ta aKTHBHO OpaTu
ydacTh y BHOOpPYOMY TpOIECi, ajie IIi 3ax0oJW HE TIOBMHHI BUKOHYBAaTHUCSA 3
BUKOPHUCTAaHHSM aKTHBIB Ta pecypciB BoCKpeceHChKOi CEeNMMIIHOT paiu;

4) mepeciqigyBaHHsi Ta JUCKPHMiHamiss - 3a00pPOHSAETHCS BUKOPUCTAHHS
KOMIT'IOTEpiB, €JNEKTPOHHOI TMOIITH, TOJOCOBOi TOMITH, OOMIHY MHUTTEBUMU
MOBIIOMJICHHSAMH, TEKCTOBUX TIOBIJIOMJICHb Ta IHTepHETY cmoco0amu, SKI €
00pa3nMBUMHU JJIA 1HIIUX a00 IIKIAJMBUMH Ta aMmopaibHuMHU. Hampukian, mokas abo
nepenada 300pakeHb, TMOBIAOMJIEHb 1 BIICO CEKCYaJIbHOTO XapakKTepy CYBOpO
3a00poHeH1. [HIII TpUKIagM HENPaBUIBHOIO BHUKOPUCTaHHSA BKIIOYAIOTh, ajieé He
0OMEXYIOThCS HUMHU, €THIYHI 00pa3u, pacoBi KOMEHTapi, abo Bce, IO MOXKe OyTH
pO3TIyMadyeHO SIK TMepeciiiyBaHHs, AUCKPUMIHAIIS, 3HEBAXKJIMBE CTAaBJICHHS, BHpa3
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orpo3 abo MposiB HETOBArU JI0 1HIIUX;

5) HebakaHa eJIeKTPOHHA TMOIITA - YCi TOBIIOMIICHHS 3poOJieHi 3
BukopuctanHsiM [T-pecypciB  BockpeceHCbKOi cenuIHOl paaud TOBUHHI OyTH
aJIpECHUMH Ta JOUUTLHUMH. PO3MOBCIOKEHHS «HEOaKaHOT» TIOIITH, HAIPUKJIIA/, JTHCTIB
macTsa, pekiaMd a00 HECaHKI[IOHOBAaHMX KIOMOTaHb, 3a00poHseThCS.  SIKIIO
KOPHUCTYBaui OTpUMaIu Oylib-sKe 3 IEPEepPaxoBaHOr0 BHUIIE MOBIIOMJIEHb, HEOOXITHO 1X
BUJIAJIUTHU Ta HIKOMY HE MEePECHIIATH.

VYcranoBa 30epirae 3a co00r0 NpaBo 3A1MCHIOBATH MOHITOPUHT 3MICTY OYJIb-SIKOTO
€JIEKTPOHHOTO TMOBIIOMJIEHHS Ta KOMYHIKAIlli, 0 TeHEepYeThbCs abo NepenaeTbes 3
BUKOPDUCTaHHSAM 1HpopMaliiiHux akTuBiB BockpeceHcbkoi cenumuoi paau. Lle
poOUTBCS 3 METOI0 HaJle)KHOTO OOCIYrOBYBaHHS Ta 3aXucCTy 1H(pOpMaIiiiHo-
TEJIEKOMYHIKAI[IHHOTO 00JaAHAHHA, MEPEeK Ta €()EeKTHUBHOTO BUKOPHCTAHHS HAsSBHUX
pecypciB. MOHITOPUHT MOXE 3A1MCHIOBATHUCS TOCTIMHO abo vac BiA 4dacy. st 1iboro
MOXYTh 3aCTOCOBYBATHCSl pPi3HI MeTonu MOHiTOpwHTY. Hampuknan, mist ayauty abo
aHai3y BUTPAT Ha 3B 530K, MOXYTh BIJCTEXKYBAaTHCS HaOpaHI HOMEPH 31 CIyKOOBUX
TenedoHIB, TPUBAIICTh J3BIHKIB, KUIBKICTh JA3BIHKIB Ha/3 KOHKPETHOTO TesnedoHy, yac
no0u 1 T.1. [HII NpUKIaAu, KOJU €NEeKTPOHHI KOMYHIKAIlli MOXYTh KOHTPOJIIOBATHUCA,
BKJIIOUAIOTh, ajie He OOMEXYIOThCA, ITOCIIPKEHHAMH Ta TECTYBaHHSIMHU CIPSIMOBAHUMHU
Ha ontumizamito [T-pecypciB, YCYHEHHS TEXHIYHMX TIpoOJieM Ta BHSIBICHHS
3aKOHOMIPHOCTEH 3JI0BXKUBaHb a00 HE3aKOHHO1 JiSTIbHOCTI.

YcranoBa 3anuinae 3a co00r0 MpaBo Ha BIACHUM po3cy. mepersiaatu ¢aiau ado
€JICKTPOHHI TIOBIIOMJIEHHS OyIb-IKOTO TpalliBHUKAa B 00CS31, HEOOXITHOMY IS
3abe3reueHHs] €(EeKTUBHOTO BUKOPUCTAHHS BCIX CIIY)KOOBHUX €IEKTPOHHHX HOCIIB 1
3aco0iB KOMYHIKaIlii BIAMOBITHO A0 BCIX YMHHUX 3aKOHIB 1 HOpPMAaTHUBHUX aKTiB, a TAKOX
iei [ToniTuku iHdopMaliitHOT 6e31eKu.

2.4. Toctyn 1o mepe:xi Intepuer

Hoctyn B [HTepHET HaMA€ThCS TUIBKH THUM CIIBPOOITHUKAM, XTO HOro moTpedye
JUIsl BUKOHAHHS CIy>KO0BUX 000B’s3kiB. [loctyn mo InTepHer me pecypc, 3a sIKui
BockpeceHcbka cenuiHa paja BUTpadae KOIITH, TOMY WOTO BUKOPUCTaHHS MOTpeOye
BUKOHAHHS HACTymHUX BUMOT. Ilepconan, mo mae moctymn no [HTepHeTy, He TOBHHEH
BUKOPUCTOBYBATH Il JOCTYNm [JIsi pPO3Bar, MPOCITYXOBYBAaHHA MY3MKH YH Paio,
MPOCTYXOBYBAaHHS OHJIAWH ayl0 KHHUT Ta Teperisay (iTbMiB Ta IHIIAX METIHHHUX
daiiniB Tomo. 3a00pOHAETHCS BUKOPUCTOBYBATH JOCTYH A0 [HTEpHET AJIT 0COOMCTOI
KOMEPIIIHHOT MisITbHOCTI YM BUPIMICHHS CBOiX MOOYTOBUX MHUTaHb. Tpeba po3ymiTu, 1Mo
BUKOPHUCTAHHS [IBOTO PECYPCY HE IUTHOBUM IUISIXOM 30UTBIIIY€ BUTPATH CEIHUIIHOI pajH,
a TAaKOX CTBOPIOE JOAATKOBI 3arpo3u 1H(OpMaIliitHOT Oe3MeKu.

[IpaniBHUKM TMOBHHHI PO3YMITH, L0 IHAMBIAyaJlbHE BUKOpPUCTaHHS I[HTEpHETY
KOHTPOJIFOETHCS, 1 SKIIO BUSBUTHCS, IO CHIBPOOITHUK BUTpAYa€ HAAMIPHY KUIBKICTh
4yacy, BUTpayae BeJIuKl oOcsru Tpadiky i 0COOMCTOTO YU HELUIbOBOIO KOPUCTYBaHHS,
abo BIABIAYE pecypcd, siKi HeOe3MeuyHi 3 TOUKU 30py 3al0e3nedyeHHs iHpopMaliiHol
0e3MeKH, TO 10 HbOT0/Hei Oy yTh BXKUTI IUCLMILTIHAPHI 3aX0/IH.
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Pecypcu ski 3a00pOHEHO BIJABIAYyBaTH, TaKl SIK IFPOBI IHTEPHET-CANTH, TOPEHTH,
($aiin00OMIHUKH, TOPHOCANTH, YaTH Ta OHJIAMH MPOrpaMu JUisi 0OOMIHY MY3UKOIO, TOILO,
aBTOMAaTU4HO OJOKYrOThCs. [lepernik 3a00poHEHUX pecypciB MOCTIMHO KOHTPOIIOETHCS 1
OHOBJIIOETHCS B MIpy HEOOXiIMHOCTI. Bynb-sikuii criiBpoOITHHK, KU ILIECIPSIMOBAHO,
HEOJHOpPa30BO Oyae HamaraTtucsl BiBiIaTH 3a00poHeH1 pecypcu B IHTepHer, Oyne
HNPUTITHYTUH A0 JUCUUIUTIHAPHOI BIIMOBIIAJIBHOCTI 1 MOXKE OYTH 3BUIbHEHUIA.

B ycraHOBI 311MCHIOIOTBCS CHEllaldbHI 3aMo0DKHI 3aXoaud Il OJIOKYBaHHS
30BHILIHBOIO JOCTYyMy Yepe3 [HTepHeT 10 iHpopMaliiHUX PECypCiB CEMUITHOI paiu, He
OpU3HAYCHUX JJI1 NYOJIYHOro JOCTYyNy, a TaKOoX JUJIsS 3aXHCTy KOH(IACHIIHHOT
iHOopMaIlii CEeNUILHOIT paiy MpH ii nepenayl uepe3 IHTepHeT.

BinnosinansHuil 3a iHpopMalliifiHy Oe3neKy KOHTPOJIIOE BHUKOHAHHS 3aXOJIB 13
0e3mevHoro BUKOpUCTaHHs [HTepHeTY, a came:

- KOHTPOJIIOE 100 J0CTyn J0 [HTepHeT 3 poOOoUYMX MICIb 3/1MCHIOBABCS Yepe3
BCTAHOBJICHI TOYKH JIOCTYITY 110 [HTEpHET;

- KOHTPOJIIOE, 100 TUTbKK MyOJiiyHa Ta BiAKpUTA 1H(OPMAILIIS MPO CETUIHY paay
Oyna noctynHa B [HTEpHETI;

- KOHTpOJIOE, WIO0 KOpHCTyBadyi HE Mald TMpaB BCTAHOBIIOBATH abo
3aBaHTa)XXyBaTH OyIb-sike MporpamHe 3a0e3mneueHHs (mofaTku, Mmenia ¢aiiam, 3acTaBKu
Tomro) 3 IHTepHer. SIkmio y kopucTyBauiB € motpedba B J0JATKOBOMY MPOrPAMHOMY
3a0e3MNeueHHl, KOPUCTYBad MOBUHEH OTPUMATH J103B1JI;

- BUKOPHCTAaHHsS [HTepHETY MOBUHHO Y3TOJUKYBATHUCS 3 JISJIBHICTIO CEJIUIIHOI
pajy, BUKOPUCTaHHS Mepeki Ha poO0YOMY MICIIi I OTPUMAHHS OCOOMCTOrO MPUOYTKY
3a00pOHEHO;

- KoH(DiAeHIIIHHI a00 MepcoHaIbHI AaH1, BKIIOYAI0YH HOMEPH KPEIUTHUX KapTOK,
HOMepH TenedoHIB, Mapoji JUIsl BXOAY B CHUCTEMY Ta IHIII JaHi, SKI MOXYTh OyTH
BUKOPHUCTaH1 JUIsl JOCTYITY 10 KOH(]iAeHIiiHOT a0 mepcoHanbHOoi iHGopMaIllii moBHHHI
nepenaBaTucs yepes [nrepHeT y 3amudpoBaHomMy B,

- BUKOPHCTAHHS TMporpamMHOro 3a0e3medeHHs g IMu(pyBaHHS Ta KIIOUIB
mudpyBaHHs TOBUHHO KOHTpoOJtoBaTvcs BignmoBigamsHuM 3a Ib.  Camoctiiine
BUKOPHUCTaHHS MU(PPYBaTbHOTO MPOTPAMHOI0 3a0€3MEeUeHHs Ta KIIO4YiB MuGpyBaHHS,
06e3 moromkeHHs 3 BiamoBimanbHuM 3a Ib, 3a0opoHEHO, 1 MOXE TPHU3BECTH IO
JUCHMITIHAPHOTO MOKapaHHS.

2.5. lloBimoMJIeHHSI PO HECTTPABHOCTI

KopucrtyBaui moBunHi iHpopMyBaTH BimmosigaiasHOro 3a Ib, komm mporpamue
3abe3nedeHHss pobOouoi craHiii He (YHKIIOHYE HAJIeKHUM YHHOM. HecmpaBHe
nporpaMHe 3a0e€3MeUeHHs] CTAHOBUTh PHU3HUK Mg 1HQopmalliiiHoi Oe3neku. ko
KOpUCTYyBau, a00 KEpIBHUK KOPUCTyBaua, MIJO3PIOE€ 3apakeHHs PoO0YOi CTaHIIii
BIpYyCOM, CJI1/1 HETAHO BXXUTH HACTYIHUX 3aXO/1B:

- IPUITUHUTH BUKOPUCTAHHS KOMIT'IOTEPA;

- HE 3aMyCKaTH Ha BUKOHAHHS HISIKMX KOMaH/I, BKJIIOUAal0YM KOMaHAy 30epeKeHHs
TaHUX;
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- HE 3aKpUBATH KOJIHOTO 3 BIKOH a00 Mporpam KOMM'toTepa;

- He BUMMKATH KOMIT'tI0Tep abo nepudepiiiHuil NpucTpiii Ha cCaMOMy €KpaHi,

- 0 MOXJIMBOCTI (PI3MYHO BIIKJIIOUUTH KOMII'FOTEP BiJl MEpPEX MKUBJICHHS Ta
JIOKaJNbHOI MEpexI,

- MOBIIOMHUTH PO ypakeHHsI poOoU0i CTaHIlll BianoBinagbHoro 3a Ib, BkazaBiiu
O3HAaKM HE3BUYAWHOI MOBEJIHKM KoMIl'toTepa (OJIOKYBaHHS €KpaHy, BHUHUKHEHHS
HECIIO/[IBAHOTO JOCTYII 10 CUCTEMHOTO JMCKa, He3BUYaliHa peakilisi Ha KOMaH]Id TOIIO) 1
yac, KoJiu e OyJI0 Brepuie NOMIY€eHO;

- MOBIJOMUTH NPO OyAb-sIKI 3MIHM Y BUKOPUCTaHHI aapaTHOTO YU MPOTPaMHOTO
3a0e3MneueHHsl, sIKl Iepe1yBajd HECIIPaBHOCTI,

- He HaMaraTUcsi CaMOCTIMHO BUJIAJIUTH MiA03puinit haiin!

BinnosinansHuit 3 Ib MOBUHEH BXUTU 3aXOJU JJIsI YCYHEHHSIM HECHPABHOCTI, a
TaKO MOBIJOMUTH TOJIOB1 CEJIMUIIHOI pajid PO Pe3yJbTaTH IHUX Al 3 peKOMeHIalisIMU
1010 MOJANBIINX KPOKIB JIJIS 3a1100IraHHs MOJIOHUX BUMA/IKIB Y MallOyTHbOMY.

2.6. IloBinoMyeHHS PO IHUMIEHTH Oe3NMeKU

Bci nmpaniBHukH, SK1 € KOPUCTyBa4aMH 1H(QOPMaLIMHUX PEeCypCiB CEJNMIIHOT paau
a00 MIIPSATHUKH, SIKI MAIOTh JOCTYI 10 MU(GPOBUX aKTHUBIB CEIUITHOT paau 3000B's13aH1
MOBITOMJISTH BiAmoBigaiasHOTO 3 1B TIpo BUsBIICH] 1HIMAEGHTH 1HPOPMAIIHHOT Oe3MeKH.
KopucryBau - me Oyap-sika ocoba, YIMOBHOBa)KEHA Ha JOCTYN 10 1H(OPMAIIHHOTO
pecypcy cenuinHoi panu. KopucTyBaui HeCyTh BIANOBIAQIBHICTH 3a MOBCSAKIACHHY
NpakTUYHY O€3MeKy pecypey, SKUM BOHHM KOPHUCTYIOThCA. KopucTyBaui MOBUHHI
MOBITOMJISTH TIPO BC1 IHIMACHTH Oe3MeKrd abo MOPYIIECHHS MOJITUKU OS3IeKH HEeTaiiHO
CBOEMY Oe3rocepeIHbOMY KEepIBHUKY a00 BIAMOBITATLHOMY 3 iH(QOpMAIliiHOT OE3IEeKH.
[Ipn HEMOXITMBOCTI HEraltHOTO TMOBIMOMJIEHHS MPO 1HIUACHT OE3IMEeKH BHUIEBKAa3aHUM
oco0aM, KOpHUCTyBau NMOBHHEH 0e€3 3BOJIKaHb MPOIH(POPMYBATH NPO IHIHUICHT OyIb-
akoro wieHa PoGodoi rpynu 3 iHopmalliiiHOi Oe3MeKu CeMuITHOI pajau, SKi BKazaHi
BUIIE B I[bOMY JTJOKYMEHTI.

PearyBanHs Ha TOBIAOMJIEHHS MPO IHIUACHTH 1H(POPMAIlIHHOT O€3MeKN TTOBUHHO
Oyt sikomora mBHAKUM. Koxen unmen PoGodoi rpymu 3 iHdopmariiiHOi Oe3nexu
MOBUHEH HETAaHO BXUTH 3ax0u BiAnoBigHO 10 [lmaHy pearyBaHHS Ha IHIUJEHT
iHpopmartiitHoi Oe3neku. KokeH IHIHMIEHT MOBUHEH OyTH MpPOAHATI30BAHHUM, IIIO0
BU3HAYNUTH, YA TOTPIOHO BHECEHHS HEOOXITHHWX 3MiH B ICHYIOUY CHUCTEMY YIPaBIiHHS
iHpopMariitHOIO Oe3nmekor BockpeceHCchKoi cenmmmuoi paan. Yci BUSBICHI IHIMICHTH
PEECTPYIOTBCS B JKypHaji IHOWACHTIB iH(QopMariiiHoi Oe3nekn. OOOB'sI3KOM
BinmoBimapHOTrO 3a Ib € opranizaliis Ta mpoBeAeHHS HaBYaHHS, 1100 OYy/Ib-IKHX 3MiH Y
IJIaH1 pearyBaHHS Ha I1HUWMIEHTH, sKI Oynu 3poOJeHI B Pe3yiabTaTi PO3CIiAyBaHHS
THIMACHTY.

Buytpimui  nmopymieHHss  iHpopMaiiiiiHoi 0e3neKu MOBUHHI  ONEpPaTUBHO
po3ciigyBaTucs. Y pas3i mio3pu Ha NOPYLIECHHS 3aKOHOAABCTBA, BiamnoBinaibHUM 3 1B
MMOBUHEH 3BEPHYTHUCS JI0 MPABOOXOPOHHUX OpPTaHIiB.
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2.7. llepenaua koH(pinenuiinnol ingopmauii
Ilepenaua koH(pimeHLIHOI 1HPOpMaLl MOXE 3AIMCHIOBATHCS 32 JOINOMOIOIO
3ac00IB €JEKTPOHHOIO 3B’S3Ky, Ha ULUQPOBUX HOCIIX UYMW Yy ManepoBOMY BHJIL.
Kondinenmiitna iHdopmallis mnepenaerbcst BiJ OJIHIET 0COOM IHIIN TiJ Yac BEICHHS
cnyxx0oBux cmpaB. Oco0a, ska oTpumaia KOH(IAEHLINHHY iHGOpMAIll0 MOBUHHA
3abe3reunTy i1 30epiraHHs BiJMOBIHO J0 YMOB, BCTaHOBJIEHUX OCO0O0I0, IO Hajaja
Taky iH(popmaIlio.

2.8. Ilepenaua naHuX Ta NPOrpaMHOro 3ade3neyeHHst

Bnacue mnporpamHe 3a0e3rleUeHHs, SK€ HE J03BOJICHE J0 BHKOPHUCTAHHS B
YCTaHOBI HE MOYXE BHKOPHUCTOBYBATHCS Ha POOOYUX CTAHIIIAX UM KOMITHOTepax abo B
JokanbHI Mepexi BockpeceHcbkoi cenumiHoi pagu. Skmo icHye mnoTpeba B
KOHKPETHOMY NPOrpaMHOMY 3a0e3NedyeHHi, MOTPIOHO HAJaTH 3alHUT Ha JI03BUT CBOEMY
Oe3mocepeTHbOMY KepiBHUKY. KopucTyBadi He MOBHHHI BUKOPUCTOBYBATH MPOTpPaMHE
3a0€3IeueHHsI, 1[0 BCTAHOBJICHE HA pOOOYMX CTAHITIAX, 800 HA OCOOUCTUX KOMITHOTEpax
91 KOMIT'FOTEPHOMY OOJIaJHAHHI PU JUCTAHI[IHHINA poOOoTi 6€3 BiMIOBIIHOTO JT03BOIY.

JlaHi, 10 € BJIACHICTIO CEJHUIHOI paju BKIOYAYM 1HGOpMAII0 PO
npaliBHUKIB, iHpopmaliito mpo IT-cucremu, diHancoBy iHdopmaliiro abo maHi Mpo
JIOJICBKI peCypcH, He MOBUHHI PO3MIIIYBATUCS HA OYIb-IKOMY KOMIT'FOTEp1, IKUA HE €
BJIACHICTIO CEJIMIHOI paau, 0e3 MUChMOBOI 3r0JIM BIAMOBIIHOTO KEpIBHMKA TMOBUHEH
3axXUIIaTH BCl JIaHI Ta MpOrpaMHe 3a0e3NedeHHs], sIKi HoMy HajeKaTb, TOMY HOBHUHEH
KOHTPOJIFOBAaTH CHUCTEMH, B SIKUX TaKi JIaH1 MICTAThCA. Y BHUIAIKY, SKIIO BiAMOBITHUMA
KEepIBHUK OTPHUMAE BiJl MPAIIBHUKIB 3aIIUT HA TIEPEMIIIIEHHS JaHUX 3 po00YO0i cTaHIlli Ha
ocobuctuii [1K, kepiBHHK TOBUHEH BU3HAYUTHCS YU € B I[bOMY CITy)k00Ba mmoTpeda 1a y
pasi TMpUUHATTS PIIICHHS Ha JO3BUT NEPEMIIICHHS, MOBIIOMHUTH BiIMOBIAAIBHOTO 3
iH(dOopMaIIiitHOT 6€3IeKu PO TaKy Nepeaady JaHuX.

Tpeba po3ymitu, MmO ycTaHOBa OOMEXEHa y MOXKIMBOCTAX 3aXHCTYy JaHUX Ha
nepconansHux [IK Tomy m03Bin Ha mepemimieHHs TpeOa HamAaBUTH y pa3i rOCTPOi
ciyx00Boi HeoOximHocTi. CenuiHa pajga HE MOke OyTH BIIEBHEHa y 3acolax, sKi
MOXXYTh OyTH 3aCTOCOBaHI JUIsl 3aXUCTy KOH(IICHIINHOI uM 4yTiauBoi iHMopMallii Ha
nepconanbHuX I1K, 3BiicH HEOOXITHICTH ITLOTO OOMEKEHHS.

2.9. llludgpyBaHHS €JIEKTPOHHOI MOIITH Ta JaAHUX

Jlns 3abe3redeHHss KOH(DIICHITIATLHOCTI Ta 3aXUCTy KOH(IAeHIIIHHOT iH(OopMaIii
npu nepenadi B Mepexi I[HTepHET [O3BOJISIETBCA BUKOPUCTAHHS BIAMOBIIHOTO
nporpaMHoro 3a0e3nedyeHHs (Hampukiaa nporpamu  WinZip), sKe J03BOJSE
MpaliBHUKAM OOMIHIOBATUCS €JIEKTPOHHOIO MOIUTO0 3 BIAJAJICHUMHU KOPUCTYBadyamu,
SIK1 TEXK MaloTh BIJIIIOBIHE MporpaMmHe 3a0e3neyeHH TS
mudpyBanss/gemudppyBanas.  OOugBa  KOPUCTYyBaul  OOMIHIOIOTBCST ~ TAEMHUMH
napoiisimMu (y BUNaAKy BUKopucTaHHs WinZip) abo BIIKPUTUMHU KIHOYAMHU, SKI MOXKYTh
OyTu BHUKOpHUCTaH1 Ay nemu@pyBanHs mnoBigomiieHHs. CHoiBpoOITHUK, SIKUM Oaxkae
BUKOPHUCTaTH BIAMNOBIAHE TMpOTpaMHE 3a0€3MEUEHHs] TOBUHEH 3BEPHYTHUCS [0
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BiAmoBinanbHOro 3a Ib ayiss oTpuMaHHS J03BOJY Ha BUKOPUCTAHHS BIAMOBIIHOTO
MIPOTPaMHOT0 3a0€3MeUCHHS.

[Ipu nepenaui KoHPIAEHUIHHOT 1HPOpPMALlli €IEKTPOHHOIO MOIITO Ta PO3YMIHHI,
110 € PU3UK MOTPAIUITHHSA Takoi iH(opMalii 10 CTOPOHHIX OCI0 YK OTPUMAaHHS JTOCTYIY
70 HEi CTOPOHHIMH 0COOaMHM HEOOXIIHO 3aCTOCOBYBAaTH IporpaMHe 3abe3nedyeHHs
mudpyBanHs/aemmpyBanss (Hanpukiag WinZip).

3. YIIPABJIIHHA JOCTYIIOM

3.1. Inentudikanis kopucTtyBadin

KoxHuii kKopucTyBau MOBMHEH MaTH YHIKaJIbHUHM 1AeHTU(IKaTOp (0OJIIKOBUIMA
3amuc, JIOTiH) Ta Mmapoib s Bxoay. CHcTeMa KOHTPOJIO JIOCTYIy MOBHUHHA
1IGHTU(IKYBaTU KOXKHOTO KOpPUCTyBayda 1 3amo0iraTd JOCTyNny Ta BUKOPHUCTaHHIO
iHbOpMaIIITHUX pecypciB YIpaBIiHHS HEABTOPU30BaHUM KOpHCTyBaueM. Bumoru
Oesnexu I iAeHTUd KAl KOpUCTyBaya BKIFOYAIOTh:

- KOXXHOMY KOPHUCTYBa4eBl IPUCBOIOETHCS YHIKATBbHUN 11€HTU(DIKATOP;

- KOpPHUCTYBadl HECYTh BIANOBIAAJIBHICTh 33 BUKOPUCTAHHS Ta HEMpPaBOMIpHE
BUKOPHUCTAHHS CBOTO 1HAMBIIYaJIbLHOTO 1IEHTH(IKATOPY.

VYci ineHTHdiKaTOpU BXOIYy KOPHUCTYBadiB MEPEBIPSAIOTHCS ITOHAWMEHINE pa3 Ha
piK 1 BCl HEaKTHUBHI ieHTH(]IKATOpU OJOKYIOThCA. Bimain kaapiB CeMUIIHOI paau
crioBimae BianoBigansHOro 3a Ib abo BinmosigHoro daxisig IT-Biaainy Mpo 3BIILHEHHS
mpaliBHUKa a00 TPUIUHEHHS CIIBPOOITHUIITBA 3 TIepCOHANIOM TMiapsaHuka. [lpwu
OTPUMaHHI TAaKOT'O CIOBINIIEHHS HEAKTHBHI 1ICHTU(IKATOPH OJIOKYIOTHCH.

InenTudikaTop BXoay OJOKYEThCS MICIsI MaKCUMyM TphoX (3) HeBmamux crpob
BXOJly B cuctemy. JJig BIAHOBICHHS JOCTYIY B IIbOMY BUIAAKY MOTPiOHE MpU3HAYCHHS
HOBOT'O TUMYACOBOT'0 MapoJIt0 AJMIHICTPATOPOM.

KopucrtyBaui, siki 6akaioTb OTpUMATH JOCTYH JO CHUCTEM Ta MEPEX CEIUIIHOI
paau, moBWHHI 3amoBHUTH BiamoBimHy ®opmy [octymy (Homatox 1). Ils dopma
MOBUHHA OyTH miAmucaHa Oe3mocepeqHiM KEepIBHUKOM Ta CaHKI[IOHOBaHA TOJIOBOIO
CEJIMIIIHOT pajii a00 BIAMOBIaTbHUM 3a 1HGOPMAIIIHY Oe3MeKy.

3.2. BcTaHoBJ/IeHHs MapoJiB

Inentudikaropu kopucTyBadiB 1 mapomi TOTPiOHI ayg TOro, moOO OTpUMATH
JTOCTYII IO MepeX Ta poOodux cTaHIiid. /[0 BCiX mapoiriB 3aCTOCOBYETHCS BCTaHOBIICHA
UM JgokymeHToM IlaponbHa mosmituka, s 3abe3nedeHHs CTidkocTi mapouiB. lle
O3HAYae, M0 BCI MapoJIi MOBMHHI BiAMOBIAATH BUMOTaM, SIKi IPU3HAYEH] 711 TOTO, MI00
napoJib 0yJio Bakko miiOpatu uu 3nmamatu. KopucrtyBaui 3000B's13aH1 CTBOpPIOBATU Ta
KOPUCTYBATHUCS MapoasiMU, 00 OTpUMATH JIOCTYN 10 BiANOBIAHUX Mepex, [T-pecypciB
gy poOouyoi cranuii. [lpy mnpu3HayYeHl Mapoia0 KOpUCTyBadeBl OyJe aBTOMATUYHO
3alpONOHOBAHO BPYYHY MNPU3HAYUTHU MMAPOJIb, BIIMOBIIHO O TAKUX BUMOT:

- IOBXMHA Mapojisi — Mapoyib MOBUHEH CKJIajgaTuca 3 MiHIMymy gneciath (10)
CUMBOJIIB;




15

- BUMOTHM JI0 CKJaJay - TMapojb NOBUHEH MICTUTH KOMOIHAIII0 CUMBOJIB
JATUHCHKOTO aj(aBiTy BEPXHbOTO Ta HHMKHBOTO PETICTPY, UYMUCIOBUX CHUMBOJIB Ta
CHEIIAIbHUX CUMBOJIIB;

- yacToTa 3MIHM — TNapojb NOBUHEH OyTH 3MiHEHUHA KoxkHi 60 [HIB.
CxomnpomeToBaHUH Napoib NOBUHEH OYTH 3MIHEHHUI HETalHoO;

- IOBTOpHE BUKOPUCTaHHA - momnepeAaHi Tpu (3) maponi HE MOXYTb OyTH
BUKOPHCTaH1 TOBTOPHO;

- oOMexeHHs Ha OOMIH MapoJiIMH - MApoJii HE MOBUHHI MEpeAaBaTUCS I1HIIUM
npailiBHUKaM, 3aIMCyBaTUCs Ha nanepi abo 30epiratucs Ha poOoUiil cTaHIlll 1 MOBUHHI
30epiratucs y Ta€MHUII;

- 0OMEXEeHHs Ha BLIOOpaKeHHs Ta 30€epiraHHs MapoJiiB - MapoJii MACKYIOThCA Ha
ekpaHi po0Oo4oi cTaHIil NpH BBEIEHHI, HE JAPYKYIOTbCA 1 HE BKIIOYAIOTHCA 10
€JIEKTPOHHUX >KYpHaITiB 4 3BITiB. [lapoini 36epiratoTbes y 3amu@poBaHOMY BHUII.

3.3. Yroaga npo koH}igeHUiiiHiCTH

KopuctyBaui iHbopMaliiiHuX pecypciB YCTaHOBM TMpW MpaleBiIaliTyBaHHI
HIANUCYIOTh yroAy mpo KoHdineHuiwHicTh (omatox 2). Yrojga MOBUHHA MICTUTH
HACTYITHE TBEP/KEHHS:

A pozymir, wo 0yov-aKke HeCAHKUIOHOBAHE BUKOPUCMAHHA AD0 PO320J10UIEHHA
Konghioenuininoi inghopmauii, mooxce npuzeecmu 00 NOKAPAHHA, BIONOBIOHO 00
YUHHO20 3aKOH00A8CmMea ma noaimuku ingpopmauiiinoi de3neKu.

TumMyacoBo BiaNITOBaHI MPAIIBHUKK Ta MIAPSAHUKY, sIKI HE TAMUCYBAIU Yroau
npo KOH(IAEHIIHHICTh, MIANUCYIOTh TAKWW JOKYMEHT IPH OTPUMaHHI JTOCTYMy 0
iHhOpMAaIITHUX pecypCiB yIpaBIiHHS.

VYroga npo KOHQIAEHIIHHICTh NEPETISAAETHCS, KOMM BiMOYBAIOTHCA 3MIHH YMOB
TPYJI0BOi JisTIBHOCTI, 30KpeMa IMPH 3BIILHEHI MpalliBHUKA.

3.4. KoHTpoOJB 10CTYyILY

[HpopMaIiifHi pecypcH CENHIIHOT paay 3aXHINAIOTHCS 32 PAXyHOK BHKOPHUCTAHHS
CUCTEMU KOHTPOIO fAocTymy. CuctemMa KOHTPOIIIO TOCTYITY BKJIIOYAE BHYTPIIIHI 3aCO0U
3axucty (maponi, mudpyBaHHS, TaONUIl KOHTPOJIO JOCTYIy, HaJallTyBaHHS
iHTepdeiiciB KOpUCTyBada TOINO), TaK 1 30BHIMIHI (MPUCTPOI 3aXHCTy TIOPTIB,
OpanaMayepu, aBTeHTU(]IKaIiF0 Ha OCHOBI XOCTa TOIIIO).

[IpaBuna poctymy OO0 pecypciB BCTAaHOBIIOIOTHCSA BIACHUKOM pecypey. Hoctyn
HAJAEThCSl TUTBKM NUISIXOM 3amoBHEHHs ¢opmu 3anuty Ha poctyn (Jomarox 1). Lls
dbopMa 3aTBEPIKYETHCSI KEPIBHUKOM YH BiAMOBinanpHUM 3 Ib.

[Ipu HamanHl IOCTYyny BHUKOPHCTOBYETHCS HPUHIUIT MIHIMalbHO HEOOXITHOTO
JOCTYyIy J0 pecypcy KOpHCTyBada Jisl BUKOHAHHS HUM (YHKI[IOHATHPHUX 3aBIaHb.
JlocTynm KopucTyBaua J0 BIAMNOBIIHOTO peCypcy BiIOYBaeTbCsl TUIBKKA — MICIA
3aTBEP/KEHHS (POpPMH 3alUTy HA JOCTYN KEPIBHUKOM YU BIANOBIIAJIBHUM 3
iH(dopMaliitHOT Oe3neku Ta TUIBKUA A0 TOTO pecypcy A0 sSKoro OyB HaJaHUW 3alUT Ha
TOITYCK.
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B ycTaHOBI MOXKYTh BUKOPHUCTOBYBAaTUCh BUIJIMBAIOY1 HA €KpaHi poOOUYMX CTaHIIIN
€JIEKTPOHHI MOMEPEIKEHHS PO HECAHKIIOHOBAHE BUKOPHCTAHHS pecypcy Ta IIpo
BIIMOBITAJIBHICT MOPYIIHUKA.

[Ipy BHKOpHUCTAHHI NPOrpamMHOro 3a0€3MEYEeHHS CEJNUIIHOT pagu Oe3MeKor0
KIHIIEBUX MPUCTPOIB MOBUHHA MIITPUMYBATUCS OHJIANH aBTOpHU3allis P BUKOPUCTAHHI1
nonatkiB. KoxkHe MiAKIIOYEHHS MIUISITa€ Mpoliecy aBTopu3alii (BBEICHHIO JIOT1HA Ta
napoJis).

3.5. IlpunuHeHHs MpaBa I0CTYILY

Skuo mpaniBHUK 3MIHIOE TMocady Horo Oe3nocepefHiil KepIBHHUK IHILIIOE
neperisj npaB JocTymny Ta 3anoBHioe @opmy 3anuty Ha goctyn (Honarok 1). ¥V dopwmi
BKa3yeTbcsl JaTa HaOpaHHAd UMHHOCTI 3MIHM TIOcaJd Ta Ha3Ba Mocagu, 1100
BiMOBiManbHU 3a [b Mir 3MiHUTH mpaBa JOCTYMY BiAMOBITHO A0 TMPUHITUITY
MIHIMQJIBHO HEOOXITHOTO JOCTymy 10 pecypciB. IIpoTsrom oOMexeHOro mnepiomy
NpaIiBHUKY, SKUH 3MIHIOE TIOCAay, MOXKYTh 30epiratucs morepeaHi mpasa JA0CTyIy, a
TaKOX JI0/IaBaTHCS HOBI MpaBa JOCTYIy, HEOOXiMHI JIsi BUKOHAHHS HOBUX TOCAJOBHX
000B's3KIB.

[lepernsig mpaB 1OCTyMy MpaliBHUKaM MOBUHEH MPOBOIAUTHUCS HE pialIe HDK pas
Ha pik. BignoBinansHuii 3a iHQopMaliiiny Oe3MeKy MOBHHEH CIPUITH NEPETJsaay IpaB
JOCTYyIly KOpPHCTYyBauiB, M[00 MEpPEeKOHATHCS, IO BECh MEPCOHAT Ma€ MIHIMAIbHO
HEOOXIiJHI MpaBa JOCTYyMy Il €(PEeKTHUBHOTO BHMKOHAHHS CBOiX po00YMX (DYHKITIMH.
BusiBieni B Xoz1 neperisiAy HaUIMIIKOBI MpaBa IOCTYIY TOBUHHI TPUITHHSITHUCS.

3.6. IlpunuHeHHs Aii 00,1iKOBOI0 3anKCcy KOPpUCTYBaya

[Ipu 3BUTBHEHHI MpaliBHUKA, Horo Oe3mocepeaHiii KepiBHUK MOBHHEH 3aBYACHO
HIIIIOBATH MPOIEAYPY NPHUIUHEHHS JOCTYMy, BKa3zaBM «Bumgamutu noctym» y @opmi
3amuty Ha goctyn ([Jomatok 1) Ta maty ocTaHHROTO poOOYOTro JHS TpalliBHUKA, MI00
H#oro 0OJIIKOBHI 3amuc KOPHCTyBada MIr OyTH HalalITOBAaHWM Ha 3aKiHYEHHS TEPMiHY
nii 'y JeHb 3BUIbHEHHA. be3nocepenHiii KEpIBHHK KOHTPOIIOE CBOEYACHY 37a4y
MpaIiBHUKOM, IO 3BUIBHSETHCS, BIANMOBIIHUX MPUCTPOIB JOCTYITY, SKI HOMY/ii
HagaBaiucs. OONIKOBUI 3amuc Ta JOCTYI NpaIiBHUKAa OJIOKYETHCS IO 3aBEpIICHHI
OCTaHHBHOTO POOOYOTO JTHSI.

He pigme omnHoro pa3y Ha pik, BiAmoBigaidpbHUK 3 iHGOpMaIiitHOT Oe3neku
MMOBUHEH 1HIIIFOBATH TIEPETIIS]] CIIUCKY aKTHBHUX OOJIIKOBHX 3aIMCIB KOPUCTYBAYIB JJIs
OIIHKK TIPaB JOCTYMNY BIAMOBITHO MO TPHUHIMIYY HAJaHHS MIHIMAJIbHO HEOOXI1THOTO
noctyny no IT-pecypciB mns BuKOHAaHHS (YHKI[IOHAIBHHX 3aBAaHb. HaudanbHUKH
BUIIUTIB CENUINHOI paJW MOBHHHI MNEPETVIIHYTH CIHUCKA JOCTYIY CTOCOBHO CBOiX
MIJJIETIUX Ta MPOTATOM M'STH (5) poOOUYMX AHIB HAJAaTH YTOUYHIOIOYI JaH1 IIOJ0 TMpaB
noctymy. Skmio Oyae BUSIBICHI HAIJIUILIKOBI IMpaBa JOCTYIy BOHHM NOBHUHHI OYyTH
npunuHeHi. IIpo HeEOOXIAHICTh MNPUNMHEHHS HAMJIUIIKOBUX TMpaB JOCTYyIy abo
0JIOKyBaHHI aKTHBHHMX AaKayHTIB 3BUIBHEHHMX IMpalliBHUKIB HadyaJbHUKH BIIAUIIB 0Oe€3
3BOJIIKAHb MOBIAOMIISIIOTH BIAMOBINANBHOTO 3 iHGOpMaIiiHOi Oe3MmeKu Ta HaJlarTh
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oHoBiyieHy ®opmy 3anuty Ha noctyn (Jogatox 1).
4. IMIIKJIIOYEHHSA 10 MEPEXI

4.1. 3’caHaHHA Ta MiAKJII0OYEeHHSA

Hoctyn 1o iHboOpMaliiHUX PECypCiB CEIUIIHOT paaud dYepe3 MOAEMH, IHIII
KOMYHIKalliiiHl mnpucTtpoi abo BIANOBIAHE TMporpamMHe 3a0e3MeyeHHsl MAIATae
aBTopu3alli Ta aBTeHTU(IKaLli CUCTEMOIO KOHTPOJIIO JOCTYMY. 30BHILIHIA BUKIHUK YU
KOMYTallisi Ha BHYTpIIHIM HOMep (KIHLIEBUH MNpUCTpiil) 06e3 NPOXOJKEHHS Yepes
CHCTEMY KOHTPOITIO JOCTYIy 3a00pOHEHUH.

Cucremu, 10 JO3BOJISIIOTH MPOXOJKEHHS 30BHINIHBOTO BHUKJIMKY Ha KIHIICBUU
OpUCTPIA, B TOMY YMCII CepBep MOBHHHI rapaHTyBaTH JOJATKOBY O€3MeKy Ha piBHI
omeparifHol CUCTEeMHU Ta JO0JATKiB. Taki CUCTEMU MOBHUHHI TaKOX MAaTH MOXJIMBICTH
KOHTPOJIFOBAaTH PIiBEHb aKTHUBHOCTI, IOO TrapaHTYBaTH, III0 BUKOPHUCTAHHS KIHIICBUX
NPHUCTPOIB BiIOYBAETHCS HAIC)KHUM YHHOM Ta 3 BUKOHAHHSIM 3aXO07[iB O€3IEeKH.

[IpaBa moctymy a0 3'€qHaHHS Yepe3 KOMYTAaTOPW HAMAOTHCSA TUIBKH Ha BHUMOTY
HavaJlbHUKa Bimainy 3 mojgaHHsMm Popmu moctymy (omatoxk 1) Ta 3aTBEpIKYHOTHCS
TOJIOBOIO CEJIMIIHOT pajid UM BiANOBIAaIbHUM 3 [b.

[TigkiroueHHs 10 30BHINIHIX MEpeX BiOyBaeThCs uepe3 1HTEPHET-TpoBaiaepa.
SKI0 KOpUCTYBa4 Ma€ KOHKPETHY MOTPEOY 3B'I3aTUCS 13 30BHIIIHIM KOMIT'FOTEpOM ab0
MEPEXKEI0 uepe3 MpsIMUN KaHall 3B’SI3Ky BIH MOBUHEH OTPUMATH JO3BUI BiJl TOJIOBU
cenuiHoi pamu abo BignmosimambHOoro 3 Ib. Ilpu NpUHATI MO3UTHBHOTO PIIICHHS
BIJIMOBIIANIBHUM 3 1H(OpMaIiitHOT Oe3MeKn TOBHMHEH BXUTH HEOOXITHHMX 3ax0JiB 13
3a0e3IeueHHs HAJIC)KHOTO PIBHS O€3TMIEKH HOBOT'O KaHAJy 3B’ SI3KY.

4.2. TejexkomyHikaiiiiHe 0012 {HAHHS
Jlo TelleKoMyHIKaIiiHOTO 00IaTHAHHS Ta 3aC001B BIIHOCUTHCS HACTYITHE:
- rtenedonHI JiHIT Ta 00IaTHAHHS;
- (¢akcuMUTBHI JiHIT Ta 00Ia HAHHS,
- TenedOH1 HABYIIHUKY Ta TApHITYPA;
- TteneoHM THUIYy TIporpaMHOro 3a0e3leueHHs, BCTAHOBJICHI Ha pPoOOUYHX
CTAHI[IAX,
- cIy»x00Bi MOOUITBHI TenehoHHU;
- TporpamHe 3a0e3meueHHs JUIsl MapuIpyTU3allii BUKIIUKIB;
- o0namgHaAHHSA U1 aaAMIHICTpYBaHHS TelnedOHHOT CHCTEMH,
- MEpEeKeBl JIiHii;
- MDKMICBKI J1H1i;
- MicieBi TenedoHH] JTIHII.
Leii mepenik HE € BUYEPITHUM.

4.3. Tocriiini 3’eqHaHHA
3a0e3nedeHHs] O€3MeKH TEeJIeKOMYHIKAIMHUX 3’ €JHaHb € Jy)K€ BaXXIIMBUM
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3aBiaHHAM. [HQopmaniiiHa Oe3leka CeNMIIHOI paad MOKe OyTH IOCTaBjeHa Mij
3arposy, SIKIo He 3a0e3neuynT Oe3neyHe KOPUCTYyBaHHs 3aco0amu 3B’ s3Ky. HeoOxinHo
3a0e3MeunT aHalli3 PU3MKIB NPU MIAKIIOYEHI 10 30BHIMIHIX MEPEX Ta PEryisipHO
aHaJI3yBaTH PU3HMKU MOCTIMHO AIIOYMX KaHaJIB 3’ €HaHHS. AHall3 PU3UKIB MOBHUHEH
BpPaxOBYBAaTH TUI HEOOXITHOTO JOCTYIY, HIHHICTh 1H(POPMAIIil II0 NePeaaEThCs, 3aX001
0e3MeKH, 10 3aCTOCOBYIOTHCS TPETHOIO CTOPOHOIO, a TAKOXK HACHIIKH JJIsi CUCTEMHU
yOpaBIiHHA O€3MEeKOI0 CEeNMINHOI paau. BimmoBimanbHuil 3a iH(OpMalliiiHy Oe3nexy
MOBUHEH OyTH 3aJlydeHUH 10 MpPOILECIB MPOEKTYBAHHSA Ta 3aTBEPIKEHHS KaHalliB
MIIKJIIOUYEHHST JI0 30BHINIHIX MEpEeX, a TaKOX VYKIAICHHsS JOTOBOPIB 3 TPETHOIO
CTOPOHOIO Ha OTPUMAHHS MOCIYT 3 TEJIEKOMYHIKAI[IHHOTO 3a0e3MeyYeHHs] CEeTUIIHOI
paau.

4.4.  JloroBip Ha TeJleKOMYHiKANilHiI MOCTYTrH

[Ipn ykmajgaHHI JOTOBOPY HA OTPUMAHHS TEJICKOMYHIKAIIMHMX  IOCIYT
CCJIMIIHOIO PaJIor0 HEOOXITHO BPaXOBYBAaTH HACTYITHI BUMOTH JI0 MTOCTaYaJbHUKA TaKUX
HOCITYT:

- BIJIMOBIIHI PO3JUIA TOMITUKH 1H(POpMAIIMHOI Oe3neKku HajgaBada IMOCTYT
OyJu MEPeTJIIHYTI Ta MPUBEACH] Y BIAMOBIIHICTh 3 BAMOTaMU MOJITUKHU 1HPOPMAIIHHOT
0e3IeKH CeNUITHOI pajy;

- BIJIMOBIH1 BUMOTH BpaXOBaH1 Ta 3aCTOCOBYIOTHCS;

- IpOBE/IEHA OIlIHKA PU3UKIB TMOB’A3aHUX 3 BHKOHAHHSIM JOJATKOBHUX
3000B's13aHb HaJlaBaya MOCIYT;

- BKJIIOUEHE MPaBO HA ayJUT BUKOHAHHS JOTOBIPHUX 3000B’3aHb;

- JIOMOBJICHICTb CTOCOBHO IIOBIJIOMJICHHS MpPO IHIUIASHTH i1HGOpMAaIIiHHOT
Oe3IeKH BKIIFOYEHHI B YTONY;

- HaJaHUI OMKC KOXKHOT MOCTYTH, siKa Oy/e TOCTYIHA;

- JOCTYI JI0 PeCcypciB YIpaBJIiHHS HajJaBavyeM IOCIYT TMOBUHEH OyTH JIHIIE
Ha MiIHIMaJbHO HEOOXIIHOMY PIiBHI, JOCTaTHHOMY JJIi BHKOHAHHS JIOTOBIPHUX
3000B's13aHb;

- JETAIBHUNA CMHCOK KOPUCTYBauiB 3 OOKy HaJaBauda MOCIYT, SKi OyIyTh
MaTH JOCTYT JI0 MEPEXi CENUITHOT pajiy, TOBUHEH OyTH TOCTYIHHH IJIs ayIUTY;

- JaTa i yac, KOJIM MOCIyra MOBHHHA OyTH TOCTYIHA, 3aBYaCHO Y3TOJIKEH];

- Opoleaypyd OO0  3aXUCTy  1HGOPMAIIHUX  pecypciB  y3TOKeHI
3a37aJerijib, a CIOoCci0 ayuTy 3aTBEP/KCHHUI 000Ma CTOPOHAMH,

- croci0 MOHITOPUHTY 1 MPUTIMHEHHS TOCTYITY KOPUCTYBaudiB BU3HAYCHUM;

- 0OME>KEHHS Ha KOIIOBAaHHSA Ta PO3KPUTTS iH(OpMAaIlii BKIIOUEHI,

- OOOB'SI3KM  IIOAO BCTAHOBJICHHS Ta TEXHIYHOrO  OOCIYroBYyBaHHS
anapaTHOTO Ta MPOTPaMHOI0 3a0€3MeUCHHS 3pO3yMiJli Ta 3a34AJIETIb Y3rOIKEHI;

- 3axX0MM MOA0 3a0e3MeYCHHs] TOBEPHEHHs a00 3HHINECHHS MPOTPAMHOTO
3abe3reueHHs Ta iHGopMallii micJisi 3aKiIHYEHHS /111 JIOTOBOPY BU3HAYEHI Ta MPOIUCaHI,

- 3aX0/1 (PI3UYHOr0 3aXUCTY, IPU HEOOXITHOCTI, TAKOXK BKIIFOUEHHI B YTOAY;

- crocid HaJaHHsS JOCTYIy Ta aBTOpH3allisi KOPUCTYBauiB, NMOBUHEH OYyTH
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BCTAHOBJIEHUH /10 TOTO, SIK KOPUCTYBauaM Oyze HaJJlaHui JOCTYII;

- CTBOPEHI MeXaHi3MH g 3a0e3Ne4eHHs] JOTPUMAaHHSA 3aXO0liB Oe3NeKu
CTOPOHAMM YT'OJIH;

- JETaJIbHUN TIEepelTiK 3aX0/(1B Oe3NeKH, siki OyAyThb BXKUTI CTOPOHAMH YTOJH,
MOBUHEH OYTH PO3TJIIHYTHH Ta MOTOJKEHUN 710 YKIAJEHHS YTOAH.

45. Bpanamayep
HanamryBanHus OpaHaMayepa MOBUHHO KOHTPOJIOBATHCS BianoBinanbHuMm 3 Ib.
Sxuro 6panaMayep 3HaXOIUTHCS Ta HAJAIITOBYETHCS CTOPOHOIO, sika Hajae IT-nmociyru
YIPaBIiHHIO, TO I CTOPOHA IMOBMHHA HAJaTH MOBHY i1HGOPMAII0 NPO aKTyalbHI
HaNalITyBaHHs OpaHaMayepa BiANOBiIaJbHOMY 3a 1H(pOpMalliiiHy 0e3NneKy Ta aKTHUBHO
CHIBIIPAIIOBATH 3 HUM/HEIO y NUTAHHSAX MOAAJIBIIOTO WOro0 BUKOPUCTAHHS Ta 3MIH
HaJIAIITyBaHb.

5. AHTUBIPYCHUM 3AXUCT

5.1. BcraHoBJeHHsI Ta OHOBJIEHHN aHTUBipycHoro I13

AHTHUBIpyCHE TporpamMHe 3a0e3leueHHs] BCTAHOBIIOETHCA Ha BCiX poOOUMX
CTaHIlIAX, KIHIIEBOMY OOJIaJIHAHHI Ta TEPIOJAMYHO OHOBIIOETHCI. 3a CBOE€YACHE
OHOBJICHHSI aHTUBIPYCHOT'O MIPOTPaMHOI0 3a0e3MeueHHs BIAMOBIIA€ BiAMOBIIATBHUHN 3a
iHbopMalliitHy 0e3meKy.

Kondirypaiiii - aHTHBIpyCHE mporpamHe 3a0e3leueHHs, SKe Ha JaHhi dYac
BUKOpUCTOBYeThCs, € AVAST. OHOBIEHHS HamxonaTh Oe3mocepeaHbo Bim Zillyal.
OHOBJIEHHS BiIOYBA€ETHCS MIOIHS aBTOMATHYHO.

Koudirypaiisg BULIaJ€HOr0 pPO3TOPTaHHSA - 3a JOIMOMOIOK aBTOMATU30BaHOI
IPOIIeIyPH BCTAHOBJICHHS Ta OHOBJICHHS aHTHBIpycHE [I3 Moyke OyTH BCTaHOBJIICHE Ta
OHOBJICHE HA OKPEMHX BilJaJICHUX POOOYHMX CTAHIIISAX 32 MOTPEOH.

MOHITOPUHT/3BITHICTE — B CEJMINHIA pajil BEIEThCA KOHTPOJIb OHOBJICHHS Ta
3aCTOCYBaHHS aHTUBIPYCHOT'O IIPOTpaMHOr0 3a0e3nedeHHS. BinmoBimanpHHE 32
iHbopMarliiiHy Oe3neky Hece BIANMOBIJANBHICTH 3a HAJaHHS 3BITIB NP0 TMEPEBIPKY
CIpAIfOBAHHA  AHTUBIPYCHOTO  MPOTPAMHOTO  3a0e3leueHHs TpH  IHIUJEHTaX
iHbOopMarliitHOT Oe3mexwu.

5.2. IlepeBipka nosoro I13

Ha BHyTpimHIX KOMM'IOTEpax 1 Mepeax CeNHIHOI paad BUKOPUCTOBYETHCS
Juiie A03BOJIEHE 0 BUKOPUCTaHHS MporpamHe 3a0e3neueHHs. BCTaHOBIEHHS HOBOTO
MPOrpaMHOro 3a0e3MeueHHs MOTpedye OTPUMAaHHS J103BOJIY TOJOBU CEIUIIHOI paau abo
BiMOBiAAILHOTO 3 1HpOpMaliitHoi Oe3neku. Ilepenik M03BOJIEHOTO 10 BUKOPHUCTAHHS
nporpaMHoro 3a0e3rneueHHs HaBeneHuil y Jlomatky 3. Ilepea BCTaHOBIGHHSIM HOBE
nporpaMHe 3a0e3MeyYeHHs MNPOXOAUTh MEepeBipKy BiAnoBigadbHuM 3 Ib 3 MeToro
3a0€3MeUeHHs] CYMICHOCTI 31 BCTAaHOBJIEHUM Ha JaHUM MOMEHT HpPOrpaMHUM
3abe3rneueHHsIM 1 KoH]irypaiiero mepexi. Kpim Toro, Binmosimanbauil 3 Ib moBuHeH
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NEPEBIPUTH HOBE IMpOrpamMHe 3a0e3MeyeHHs 3a JONOMOIOK HAsABHOIO AHTHUBIPYCHOIO
MIPOrpaMHOro 3a0e3MeueHHs Ha HasBHICTh BIPYCIB Ta IHIIMX IIKIIJIMBUX NpOrpaM mepes
ycTaHoBKOIO. Lle cTocyeThes Ik mporpaMHOro 3abe3medeHHs, 0 3aKyMOBY€EThCSA TaK 1
YMOBHO-0€3KOIIITOBHOTO IPOTPaMHOTO 3a0€3MeUeHHSI.

Xoua yMOBHO-0E3KOIITOBHE IMpOTpaMHE 3a0e3meueHHs MOXKe OyTH KOPHUCHUM,
BUKOPHCTAHHSI TaKOro MPOTPAMHOTO 3a0e3MedYeHHs Mae OyTH MOMEepeIHhO CXBAJICHO
BIJIMOBIJANBHUM 3 1HQOpMauiifHoi 6e3neku. OCKUIbKH NporpaMHe 3a0e3MeYeHHs 4acTo
3aBaHTAXYIOThbCS 3 IHTEpHET (3arajabHO JOCTYITHOTO JIXKEpelsa) Ta MOXKe MaTH BIpYyCH Ta
1HIIIe TIKiJJTMBE MTPOrpaMHe 3a0e3MeUYeHHsI, epe/l HOTO BCTAHOBJICHHIM Ha KOMIT'IOTEpax
CEJIUIIHOT paJd HEOOXITHO BXHUTH CHEllaIbHUX 3amoObKHUX 3axofiB. L1 3amoOixHi
3aX0J¥ BKIIOYAIOTh BU3HAUEHHS TOTrO, MIO MpOorpaMHe 3a0e3Me4YeHHS € CYyMICHHM 3
icaytounm [13, He mnepemkomkae abo He TMOIIKOHKYE amaparHe 3a0e3ledeHHs,
nporpamMHe 3a0e3nedeHHs: abo iHdopMaIlito, a TaKoX 10 MpOorpamMHe 3a0e3MeUCHHS He
MICTUTH BIPYCIB Ta IHIIMX HIKIJUTUBUX MPOTPAM.

Yce daiinu 1 nporpamu, siki Oyiud TepelaHi B €JIEKTPOHHOMY BHIJISAI Ha
KOMIT'IOTepU a00 MEpEexy CEMIIHOI paju 3 IHIIOTO MIClisg, TOBUHHI OyTH MepeBIpeHi Ha
BipycH Bifgpa3y micisi oTpuMaHHsA. llepeBipky Ta ckaHyBaHHS Ha BIPYCH 3J1HCHIOE
BignoBiganbHuii 3 Ib 3a J0MOMOror HasBHOTO AaHTUBIPYCHOTO MPOTPaAMHOTO
3a0e3MeUeHHs.

Koxxna nuckera, komnakt-auck, DVD 1 USB-tipuctpiit € noTeHIIIHHUM JKepesioM
KOMIT'TOTEpHOTO Bipycy. Tomy Taki 30BHIimHI HOCIi iH(OpMaIi MOBUHHI OYyTH TPO
CKaHOBaHI Ha HASABHICTH BIPYCIB Ta 1HIIOrO IIKIJJIMBOTO MPOTPAMHOTO 3a0e3NedeHHH,
nepir Hixk iHpopmMallis 3 HuX Oy/e cKormiiioBaHa Ha KOMIT'FOTEPU CETHIITHOT pajIy.

3a00pOHSAETHCS 3aBaHTAXKYBATH KOMIT'HOTEPH 3 TUCKETH, KOMIMAKT-aucka, DVD
a6o USB-mpuctporo, OTpUMaHOTro 13 30BHIMIHBOTO JKepena. KopucrtyBadi 3aBkau
MOBHHHI BHAQIATH OyIb-IKi 30BHIIIHI HOCII 3 KOMM'oTepa, KOJW BiH HE
BUKOPHUCTOBY€EThCs. Lle poOuThes myist Toro, mo0 AuMcKeTa, KOMOakT- auck, DVD a6o
USB-nipucTpiii He 3HaAXOAUINCS B KOMIT'TOTEP1 i1 Yac HOTro BKIIOUEHHS.

5.3. 30epeskeHHs paB BJIACHOCTI

¥Yci mporpaMHi TPOAYKTH Ta JOKYMEHTAIlis, 1[0 HAJAIOThCA MpalliBHUKamM abo
MIIPSATHAKAM € BIIACHICTIO CEJIMIIHOI Pajiv, SIKIIO Ha HUX HE TOIIHUPIOETHCS Jisl 1HIIIOTO
noroBopy. Ilporpamui 3acobu, 3acTocyHKkH a00 JOKYMEHTAIlis sIKi pO3POOISIOTHCS 3a
3aMOBJICHHSIM CEJIMIIHOT pagl € TaKoX Moro BiacHICTIO. Po3poOHHMKM Takumx
MPOTrPaMHUX MPOJYKTIB Ta JOKYMEHTAIlll MOBUHHI MiJIUCATH 3a5BY, B SIKIi BUSHAETHCS
MpaBO BIIACHOCTI CENMIIHOI paad Ha BIANOBIMHWA MNPOTpaMHUN TPOAYKT Ta
nokyMmeHTamito. IIporpamHe 3a0e3meueHHs, TpuAOaHE TMPAIIBHUKOM 3a BIIACHUU
PaxyHOK, B3aJIMIIAE€THCS BIACHICTIO TNpallIBHUKA, SKUI MNOpuadaB 1€ MporpamHe
3a0€3IeUeHHS.
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6. KPUIITOT PA®IUYHUM 3AXUCT

6.1. Buznauenns

Kpunrorpadiunuii 3axuct iHpopmMalii 3a AONOMOro MUGPYBAHHS NaHUX €
Halle(DeKTUBHIIIUM cr1ocoO0M 3a0e3neyeHHs 0e3neku JaHux BocKpeceHChKO1 CeMUIIHOT
paau. IludpyBanHs 1€ mpouec NEepeTBOpeHHS iH(opMalii, BUKOPUCTOBYIOUH
KkpunrorpadiyHuil anroput™M, o0 3poOuTH ii HeUMTaOeNbHOIO M OyAb-KOro, KpiMm
TUX, XTO Ma€ aBTOpU30OBaHY «moTpeOy 3Hatu». IIlo0 orpumaTn goctynm a0
3amudpoBanoi iH(popmallii, HEOOXIAHO MAaTH JOCTYI JO CEKPETHOro Kiroda abo
napojro, 110 J103BOJsie Horo po3mudpyBaTd. B cenuuiHiii paal BUKOPUCTOBYIOTHCS
HACTYIHI 3aco0M KpunTorpadiyHOro 3axXUCTy: IHQPACTPYKTypa BIIKPUTUX KIIOYIB 3
€JIEKTPOHHUM LU(PPOBUM MiANUCOM; Mporpama — apxiBatop WinZip; nepegava Qaiinin
3a poromMororo nporokony FTP; 3axumenuii Be6-iaTepderic SSL.

6.2. Kuarwui mmppyBanus

Kimrou mmdpyBaHHS BH3HA4Ya€e OCOOJMBE IEPETBOPEHHSI IMPOCTOrO TEKCTY Y
3amudpoBanuii, ab0 HaBMakW MmiJ 4ac JemudpyBaHHs (po3mudpyBaHHs). Ko e
OOTpYHTOBAHO aHaJi30M pPHU3HKIB 1H(QopMarlliiiHoi Oe3neku, KOH(DIACHIIHHI daHl Ta
daiinu, o MICcTITh KOH(iAeHIIHY 1HpopMaIllito, MOBHHHI OyTH 3amudpoBaHi mepen
nepeayero uepe3 Mepexy 3arajibHoro KopuctyBanHs uu [arepHet. Konu 3ammdpoBani
JaHl TIEPeNaroThCcsl MK CEJUIIHOI0 Pajol0 Ta CTOPOHHBOK OpraHizallierd HeoOXiTHO
pO3pOOHTH Ta 3aNMpoOBaIUTH B3aEMHY MPOIEAYypY OOMIHY Ta O€3[EeYHOrOo YINpaBJIiHHS
KIto4aMu. Y pa3i BAHUKHEHHS 1HIIMACHTY, MOB’SI3aHOT0 3 KpUNTOrpadiqHUM 3aXHCTOM
iHdopMalrii, Horo BUPIIICHHSAM MMOBUHEH 3aliMaTHCs BiAMOBiAANBHUHN 3 1H(POpMAIIHHOT
Oesnekn cenuiHoi paau. CenuiHa pajga MOXKE€ BUKOPHUCTOBYBATH JIEKLIbKa METO/IIB
Oe3IevHoi repeaayi JaHUX 3a TOIMOMOTOI0 KPUIITOTPa(idHOTO 3aXUCTY.

6.3. Bukopucranus iHppacTpyKTypH BiIKPUTHX KJIHOYiB
Kopucrysau, sikuii mae motpeOy y Oe3neuHiit nepemadi iHpopMailii eI1eKTPOHHOIO
MOIITOI0 KOHKPETHOMY 1€HTHU(IKOBAHHOMY 30BHINIHBOMY KOPHUCTYBA4€Bl, MOXKE
CKOpHCTATHCS 1HPPACTPYKTYpPOIO BIAKPUTUX KIIOYIB Ta EJICKTPOHHUM IHUPPOBUM
mignucom (ELIT). Tlopsaox Bukopucranas EIIIl y cemumHiii pami MOBHHHO OyTH
ITOTOJ/KEHO 3 CEJIMIIIHAM TOJIOBOIO UM BiJIMTOBITAIBHUM 3a iHGOpMaIliifHy 0e31eKy.

6.4. Buxkopucranusa WinZip

Ile mnporpamHe 3a0e3nedyeHHs JIO3BOJSAE TpalliBHUKAM  CEJIMIIHOI  pajau
OOMIHIOBAaTUCSA €JIEKTPOHHOIO MOIITOK 3 BIIJAJICHUMU KOPUCTYBadamu, SIKI MaroTh
BIIMOBIIHE MporpamMHe 3a0e3neyeHHs Ui mudpyBaHHsA Ta AemudpyBaHHa. OOuiaBa
KOpPUCTYBaul OOMIHIOIOTHCS TApOJIEM, KU BUKOPUCTOBYETHCS K MJiA IIU(PYBaHHS,
Tak 1 i jaemudpyBaHHS/po3mIUPpyBaHHs KOXKHOrO moBigomiieHHs. [laposb
MepelaeThCs OTPUMYBAuy ajbTEPHATHUBHUM 3aCO00M 3B'I3Ky, TaKUM SK CMC,
Meccenmkep abo Tenedonom. IlpamiBHuk, skuii wmae noTpedy y nepenadi
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KOH(1neHIiMHOi 1H(dopMallli BlAJaJEHOMY KOpPHUCTyBauy uepe3 I[HTepHeT Moxe
3alpOCUTH [J03BUI HA BHUKOpPUCTaHHS mnporpamu WinZip y BIANOBIJAJIBHOIO 3
iHpopmarliitHoi 6e3neku. [Ipu npomy BinnosinansHuil 3 Ib MOBUMHEH TakoX OTpUMaTH
napojb 10 3amudpoBaHOrO apXiBy IS MEPEBIpKU 1HPOpMAIlli, O MijsArae nepeaadi
Y1 OTPUMYETHCA.

6.5. IIporokoa nepenaui gaiiis FTP

KopuctyBau moxe nepenatu ¢aitnu 31 cBoei podouoi ctaniii Ha 3axuiieHi sFTP-
caiTu 3a JI01OMOTO0 BiAMoBiAHUX 3ax0/iB Oe3neku. FTP (anrm. File Transfer Protocol)
a6o SFTP (Secure File Transfer Protocol) me cranpapTHHil MepexeBHUil MPOTOKOJ
NPUKIIAJHOTO PIBHS MPU3HAYEHUH JUIsl Iepecuiianns (aiiiIiB MK KIIEHTOM Ta CEpPBEPOM
B KOMI'tOTepHIN Mepexi. KiieHT Ta cepBep CTBOPIOIOTH OKpPEMI KaHajiu IS repenadi
JaHUX Ta OOMIHY KOMaHaamMu. MosxiMBa aBTEeHTU(IKAIlS KIIE€HTIB 13 BUKOPUCTAHHSAM
joriny Ta mapomo kopuctyBaya. llopsnoxk FTP-nepemaui ¢aitniB moBunen OyTH
MOTO/[KEHUH 3 KEPIBHUKOM Ta BIAMOBIAAILHUM 3a iH(QOpMAaIIiiiHy O6e3MeKy.

6.6. Be0-inTepdeiic piBHs 3axunennx coketin (SSL)

Jns  mepemaui  koHdimeHmiHOT  iHdopmamii  yepe3  BebO-iHTepdeiicu
BUKOPUCTOBY€EThCS BeO-iHTep(deiic 3axucty SSL. SSL (anrn. Secure Sockets Layer) —
KpunTorpadiyHUN MPOTOKOJ, KU 3a0e3leuye BCTAHOBJICHHS OE€3MEeYHOro 3'€IHaHHS
MDK KIieHTOM 1 BeO-cepBepoM. [IpoTokon 3abe3neuye KOHQIICHIIHHICTH OOMIHY
JAHUMH MDK KJIIEHTOM 1 cepBepoM, 1o BukopuctoByioTh TCP/IP. KopucryBau uepes
BeO-1HTEepdeiic 3axucty SSL nepenae/oTpumye koH}iAeHIIHHY iH(DOpMaIlii yepe3 BeO-
CTOpIHKY B [HTEpHETI Npu HaAaHHI/OTPUMAHHI MOCIYT OHJIaiH. [Tops 0K BUKOPUCTAHHS
BeO-iHTepdeiicy 3axucty SSL  mOromkyeTbCs 3 KEpPIBHUKOM  YIPaBIIHHSA — Ta
BIJITTOB1IAJIBHUM 3 1H(POpMAIlIHHOT Oe3eKH.

7. DI3NYHA BE3IIEKA

3abe3nedenHs (i3MYHOI O€3MEeKU MpalliBHUKAM TOJIATAE Y CTBOPEHHI O€3MeYHnX
yMOB Ha poOOYOMy MicCIi Ta OJHOYACHUM 3a0€3MeUeHHSIM Oe3MeYHOoro 30epiraHHs
aKTUBIB cenumiHoi paau. bymiBns (koMmruiekc OymiBeNlb) CEIUIIHOI paad € Jenio
VHIKaJIbHAM MICIIEM 3 TOYKH 30py MpaB BIACHOCTI Ha OymiBIO0 ab0 yMOB JIOTOBOPY
OpeHJM, TEepUTOpii HABKOJO, NUIAXIB i1 {31y/BHI3Ay, 30BHINIHBOTO OTOPOKEHHS,
BXOJAIB y TPHUMIIICHHS, BHMOT JI0 ITOKEXKHOI OC3MEeKH, CHCTEM €JICKTPOKUBJIICHHS,
3a0e3mnedeHHs] 0e3MeYHOT0 BUKOPHUCTAHHS MU(PPOBUX AKTUBIB Ta KOHTPOJIO CEPBEPHOI
kiMHaTU. HeoOXiHO MOCTIMHO MOKpallyBaTh Ta MOAEPHIZYBaTH CUCTEMY 3a0€3MEeUEHHS
¢b13u4HOT O€3MeKu AJisl MABUIIEHHS 3aXUCTYy CBOIX aKTUBIB Ta iHPOpMAaIi.

CenumiHa pajga oOJjajHaHA CHCTEMOIO PE3EPBHOTO J>KHMBJICHHS, a CaMe JIU3EIhb-
rE€HEPaTOPOM.
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8. IMCTAHIIMHA POBOTA

B cemumHii paji 103BOJSETHCA Ta BUKOPUCTOBYETHCA MAMCTaHIIiHA poOoTa
MpaliBHUKIB NpH TEBHUX, BU3HAYEHHUX KEPIBHULUTBOM oOOcCTaBMHaX. Bumoru, mopao
oprasizauii JUCTaHIIHHOT POOOTH 3aCTOCOBYIOTHCS A0 BCIX MPAI[IBHUKIB 1 MIPSAIHUKIB,
SIK1 TIPAIIOIOTh 11032 MeXaMu OyAiBI1 (KOMIUIEKCY OY/1iBEJIb) CEUIIHOI pajIu.

Xo4ya aucTtaHuiiHAa pobOoTa MOke OyTH MepeBarolo sK s KOPUCTYBauiB, TaK 1
JUIsl YyCTaHOBUM B LIJIOMY, BOHA NPEJCTaBIs€ HOBI PU3HMKM 1HQOpMaLiiHOI Oe3NeKu.
[lepconan, mo mpaioe TUCTAHIIIHHO MOBUHEH OyTH 3aXUIICHUM BiJ HEOE3MEKH aTak
MIKIJIMBUM TIPOTPAMHUM 3a0€3ME€UEHHSIM Ta HECAHKI[IOHOBAHOIO BHUTOKY JaHHUX 3
OPUCTPOIB, 110 3HAXOAATHCS 32 MEXKaMU NEpUMETPy O€3MEKU CENIUIIHOT paju.

8.1. 3arajabHi BUMoOrn

KopucrtyBaui, 1mo mpaioTh BigalieHo, 3000B'sI3aH1 JOTPUMYBATHCS BCiX
IIpaBUJI CEUIITHOT pajin, sIKI BCTAHOBJIEHI JJIs TIPAIlIBHUKIB Ta MIAPSAIHUKIB, a caMme:

IMoTpiOoHO 3HaTH: KOpUCTYBAYi, 110 MPAIOIOTH BIAAAJICHO MAIOTh JOCTYI TUTbKU
710 THX pecypciB Ta iHpopMarlii, iki TOTpiOHI /711 BUKOHAHHS ()YHKIIIOHATBHUX 3aB/IaHb.

BuxopucTtanHsi mapoJisi: KOPUCTYyBadl, M0 TMPaIlOOTh BiJJaJICHO ITOBUHHI
JOTPUMYBATUCh BUMOT IOJO BCTAHOBJICHHS Ta 3MIHU mapoiiiB. OKpiM TOTo, BOHH HE
PO3TrOJIONIYIOTh CBi Mapojib 1 HE 3aJUIIAIOTh 3aMHCIB MO0 TAapOJII0 TaMm, A€ TaKui
3amuc MOe T00aunuTH 4jieH ciM'Ti abo CTOpOHHS 0co0a.

HaBuaHHsi: mepcoHal, KW Mpalioe BiAAaleHO, TOBUHEH MPOXOAUTH Ti cami
HaBYaHHS 3 iHPOpMaIiitHOT Oe3MeKH, 110 1 MEPCOHAI IO MPAIIOE Ha POOOYUX MICIISX.

CneundiuHi BUMOru: 0 mpaiiBHUKIB, 10 MPAIIOIOTh BiJIJIaJieHO, MOXKYTb OyTH
3aCTOCOBaHI JIOJATKOBI BHUMOTH, SKI TIOB’si3aHi 31 crenu¢iko BUKOHAHHS
(G yHKITIOHAIPHUX 3aB/IaHb JUCTAHIIHHO.

8.2. HeoOxigHe 00J1a1HAHHA

[IpamiBHuKYM, JOMYIIEHI M0 MIUCTaHIIMHOI pPOOOTH, TOBUHHI PO3YMITH, IO
CeNMINHA pajla HEe HAJIacTh Bce OOJaJHaHHS, HEOOXiTHE M 3a0e3MeueHHsT HAJICKHOTO
3axucTy iH(opmarllii, 10 sKOI MpaIliBHUK Ma€ JOCTYI; OJIHAK € TEeBHUHN TMeperiK
oOnaHaHHS KW 3aKJa]] TOBUHEH HAJIATH:

CenuHa pajga Hajaae:

- pobGoumnii komm’roTep (HOYTOYK) 31 BCTaHOBICEHMM aHTUBipycHuM I[I3 Ta
MPOrpaMHUM 3a0e3MeueHHsIM mudpyBaHHS JaHUX;

- IPUHTED;

- 30BHILIHIM HOCIH 1J11 pe3€pBHOTO KOIMIIOBAHHS;.

IIpaniBHUK MOBUHEH 3a0€3MeYUTH CAMOCTIHHO:

- IIMPOKOCMYTOBHM KaHal AOCTYyNy 10 [HTepHET;

- mojapiOHIOBaY manepy ado MOKJIMBICTh 1HIIIMM CIIOCOOOM 3HUINYBATH MManepoBi

HOCII;
- BIZIOKpEMJIEHE BiJl WIEHIB pOAUHU POOOYE MICIIE;
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- mada, 1mo 3auuHseThca abo celd ang 3axucty Ta 30epiraHHi poOOYOro
KOMIT 10Tepa Ta poOOUYUX TOKYMEHTIB.

8.3. 3axmcT anapaTHOro 3a0e3ne4yeHHst

3axycT BiJ BIPYCIB: KOPUCTYBay, IO MpaIIOE AUCTAHI[IMHO, TOBUHEH MOCTIMHO
BUKOPHCTOBYBAaTH Ta OHOBIIOBATH 3aXHCT KOMII'IOT€pa BiJ BIPYCIB Ta IHIIOTO
IIKIJUTABOTO MPOTPAMHOTO 3a0e3NeUeHHs. AHTUBIpYCHE MporpaMHe 3a0e3TleUeHHS
BCTAHOBJICHE Ha KOMI'IOTEpAaX CEIMIIHOI paad 1 HaJalTOBAaHE HA TICPIOJAWYHE
OHOBJICHHS. 3a00pOHEHO TMpaIfoBaTH 0€3 OHOBJIICHOT'O AHTUBIPYCHOTO IMPOTPaMHOTO
3a0€3IeUeHHS.

Buxopucrannus VPN Ta 6panamayepa: [Ipu nuctaniiiiitHoMmy mikIr04eH1 TOBUHEH
BUKOPUCTOBYBAaTHCh KaHaJ 3B’A3Ky, SKUH BHMarae BUKopucTaHHI VPN Ta
Opanamayepa. Ilpu BiakmoueHi VPN Ta/abo Opanamayepa nucTaHuiiHy poOOTYy
NOTPIOHO 3yMUHUTH.

[ITaga abo ceitd: BuxopuctoByiiTe mady, mo 3aMHKaeTbes abo cehd s
Oe3meyHoro 30epiraHHsS KOMIT'IOTEPY Ta IHIIMX NPUCTPOIB HAJAHMX 3aKJIAJIOM JUJIS
JTUCTaHIIMHOT pOOOTH.

3axuct [1K: nepcoHaabHUN KOMIT IOTEP, 110 BUKOPUCTOBYETHCS ISl AUCTAHIIIMHOT
po6oTH, TMOBHHEH OYTH OOJAINTOBAHUM CHEIlaJbHUM 3aMKOM JUIS 3aXHUCTY Bif
KPaJI>KKH.

brnokyBanHsl ekpaHiB: HezanmexHo BiJ Miclii pO3TalllyBaHHS, 3aBXKAH OJIOKyMTE
€KpaH, TIepIl HDK BiIIMTH Bl poOouoi cranmii. JlaHi Ha ekpaHi MOXYTh MICTUTHU
koH(pineHmiiHy iHopMmamito. Ilepekonaiitecs, 10 (YHKIIO aBTOMAaTHUYHOIO
OJIOKYBaHHSI HACTPOEHO HAa aBTOMAaTHYHE BBIMKHEHHS Ticis 10 XBHIMH O€3/1IbHOCTI.

8.4. be3neka naHux

PesepBHe KomitoBaHHS JaHUX: BcTaHOBJIEHA MpolieIypa pe3epBHOTO KOIMIOBAHHS,
aka mudpye naHi, Ta MEepeMilrye iX Ha 30BHIMIHIA HOCIH. {15 pe3epBHOTO KOMitOBaHHS
BUKOPUCTOBYETHCSI TUTBKM BCTaHOBJIEHA mporenypa. CTBOPIOBATH CAMOCTIMHO 1HIIII
MpOLIEypU PE3EPBHOTO  KOIMIIOBAaHHS JaHWX 3a00pOHEHO. SIKI0 HEMOXKIMBO
JOTPUMYBATUCh BCTAHOBJICHOI TMPOLEAYPH PE3EPBHOTO KOMIIOBaHHS: HE Mae
BIIMIOBITHOTO TIporpaMHOr0 3a0e3medeHHs Ta/abo 30BHINIHBOIO HOCIA, Tpeba
3BepHyTHCS 10 BiamoimambHoTO 3 Ib. Ilpm rocTpiii HEOOXIMHOCTI Ta HEMOXKJIUBOCTI
3BEpHYTHUCS 110 BiamoBiganpHOro 3 Ib (Hampukmam mim dac BiAPSAIKEHHS) TO3BOJICHO
BUKOPHCTOBYBATH HasBHI 3aco0u mmdpyBanHs (apxXiBaTop-mudpyBaibHUK WinZip) Ta
JOCTyITHUH 30BHIMHIN HOCIH. [IpudomMy, Oe3nmednomy 30epiraHHi0 30BHINTHBOTO HOCIS 3
PE3EpBHOIO KOIIEI0 JaHUX Tpeba NpUAUTUTH 3HAYHY YBary.

[lepemaua nmaHWX: mepenada JaHUX JIO CEIUITHOI paayd BUMAara€ BUKOPHUCTAHHS
3aTBep/UKeHOro VPN-3'enHanHs 1y 3a0e3nedeHHs KOHGIACHIIIMHOCTI Ta IUTICHOCTI
JaHUX, IO TepenarThcs. He m03BoIeHO 00XOaUTH BCTAHOBIIEHY TPOLEAYPY, @ TaKOX
CTBOPIOBATH BIACHUI METOJI Tepeaadi JaHUX O CEJIHUIIHOIT PaJIH.

JlocTyn 10 30BHIIIHIX CUCTEM (XMap): SIKILO € NOTpeda y AOCTYIMi J0 30BHIIIHBOI
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[T-cuctemu, HeOOXiMHO 3B's3aTUCA 31 CBOIM Oe3mocepeHIM KEpiBHUKOM abo
BIIMOBIJANBHUM 3a 1HQopMauiiiHy Oe3nexky. BoHu BH3HayaTh O€3MEUHUN METO.
JOCTYITY 10 MOTPi10OHOT 30BHIITHBOT CUCTEMH.

EnexTpoHHa momTa: HE JO03BOJICHO TMepenaBatd OyAb-sSKy KOH(PIACHIIHHY
iHpopMaIlil0o Ta TNepcoHaldbHI JaHi (Mepeiik BU3HAUYEHUH Yy MyHKTI 2.9 1poro
JOKYMEHTY) €NEKTPOHHOIO TMOIITO0, SKII0 BOoHA He 3ammdposana. I[Ipm roctpiit
HeoOX1gHOCTI Tpeba 3BEpHYTHCS JO CBOTro Oe3mocepeaHboro KepiBHHKa abo
BIIMOBIJANBHOTO 32 1H(QOpMauiiiHy Oe3neky. BoHu Bu3HauaTh O€3MEUHUNA METO[
nepenayl KoH(p1IeHUIHHOT 1H(QOopMaIlli Ta TEPCOHATBHUX JAHUX €JIEKTPOHHOIO MOIITOIO.

Minknroyenns yepes nyoaiunuit WiFi: HeoOX1AHO TOTPUMYBATUCS HAA3BUYANHOT
o0epeXHOCTI MpH MiAKIoYeHHI A0 [T-cucteM ymnpaBiiHHS 4Yepe3 IMyOJiuHy TOYKY
noctymy a0 [HTepHeT. Xoda cenuImHa paja 3aCTOCOBYE CUCTEMH OE3MEKH /ISl 3aXHCTY
JaHUX TPOTE 3aKiajl HE MOXE 3a0€3MeUnTH 3aXKCT JaHUX y MEPEIKEBOMY OOJaIHaHHI,
110 3HAXOAUTHCS 11032 MEKAMH CEITUIIIHOT pajIu.

3axXWCTUTh JaHi, SKUMH BH BOJIOJIETE: MOTPIOHO OTPUMYBATH JIOCTYII JIAIIE IO
Tiei iHQopmalii, sika MoTpiOHA MJis BUKOHAHHA poOouyoro 3aBiaHHs. PerymsphHo
neperisanTe aaHi, sSki BU 30eperiu, 1mo0 MepeKOHATUCS, 10 MAacHUB JaHUX, KU
30epiraeTbCs 3HAXOAUTHCS Ha MIHIMAJIbHO HEOOXITHOMY PiBHi, a 3acTapili JaHl Ta
Bepcii daiiniB BumaneHi. 30epiraiiTe eIeKTPOHHI JaHi TUTBKU B 3amin(poBaHOMY BH/II.
Axmo Ha HOYTOYKYy He BcTaHOBIIeHO BianoBigHe II3 s mumdpyBanHs Tpeba
3BEPHYTHCS 10 BiAnoBigaasHorO 3 IB.

JpykoBaHi 3BiTH ab0 poboui jgokymeHTH: Hikonum He 3anuimaiTe mamnepoBi
JOKYMEHTH Ha PoO0OYOMY CTOJII KOJM BH 3aiMinaere pobdoue wmicie. Bei mameposi
JIOKYMEHTH MOBUHHI 30epiraTtvcs y 3aMKHeH1H madi abo ceidi.

BBenenns panux y BigkputoMy Micii: He BukonyiTe poOoui 3aBmaHHA, SKi
BHMAararTh BUKOPHCTaHHS KOH(QIiMeHIiHOT iHdopMallii abo MepcoHaIbHUX MaHUX Y
IPOMAJICBKAX MICIISX.

Hancunanns panmx 3a Mexi cenuniHoi paau: Bces mepemada nmaHux 3a Mexi
CeJNIMIIHOT paayd TOBMHHA OYTH TMOB'A3aHAa 3 BHKOHAHHSIM BHUMOT JIOTOBOPIB Ta
JOTPUMYBATHUCS BUMOT yTOJ PO KOH(DIACHITIHHICTE 1 HEPO3TOJIOMIEHHS KOH(IICHIIHHOT
iHpopwmartii. [Ipu HeoOXimHOCTI Mepenadi iHGpopMaIlii CTOPOHHIM OpTaHI3aIisiM 3 SKUMHU
HE YKJIQJCHO JOTOBOPIiB Ta yroa Ha oO0MiH iH(oOpMaIlie€r0 HEOOXITHO OTpUMaTH
MUCHMOBY 3roJly 0€3M0CepeTHhOr0 KePIBHUKA.

8.5. YTujizanisi nanepoBux Ta 30BHIIIIHIX HOCIIB

[lamepoBi JOKYMEHTH: BCl MamnepoBi MOKYMEHTH, SKI MICTSITh KOH(IACHIIINHY
iHdopMalito, nepea yTuiizamiero noTpiOHO moApiOHUTH. 3a00pPOHEHO BUKHUIAHHS HE
noApiOHEHUX TManepoBUX JOKYMEHTIB. [Hmuil cmoci® yTwimizamii - Taki JOKYMEHTH
nanutu. IlepcoHan, sSKWW Tpaioe IUCTAHIIMHO TOBHMHEH MaTh abo0 TMOJApIOHIOBAY
narepy ab0 MOKJIMBICTh NAJIUTH MANEpPOBl JIOKYMEHTH.

30BHIIIHI HOCIi: BC1 30BHIIIHI HOCIT HalaH1 CEUITHOIO PaJo0 1Jid 3a0€3MeUeHHS
JUCTaHILIMHOT poOOTH MOBUHHI OYTH MOBEPHYTI 0 CEIUIIHOT pajiy sl yTHITi3alii.
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9. IOJIITUKA YHUCTOI'O CTOJIY/EKPAHY

OnuuM 13 3aco0iIB KOHTpOJIIO 3a 3a0e3nedeHHs iHQpopmalliiHoi Oe3neku €
MOJIITUKA YHUCTOTO CTOJY Ta YUCTOTO €KpaHy, fKa 3HUKYE PU3UK HECAHKL1I0HOBAHOTO
J0CTyIy, BTpATy Ta MOUIKOKEHHsI 1H(pOopMaLii MpoTAroM podoyoro yacy Ta micist Horo
3akiHueHHs. [ToyliTHKa YUCTOrO CTONY Ta YUCTOTO €KpaHy BU3HAYAE METOJIH, MOB'sI3aH] 13
3a0€3MeUeHHsIM TOro, o0 KoH(iAeHIiiHa iH(opMmamisa, sSK y nu@poBOoMy, Tak 1y
narnepoBomy/diznunomy ¢dopmarti, Ta aKTUBU (HANpUKIaa, pododl CcTaHIlli, HOYTOYKH,
cTarfioHapHi TenedoHHI amapatd, cmapT@oHu, HUppoBe oONATHAHHS Ta IHINI) HE
3aMIIaloThea 0€3 3aXUCTY, KOJM BOHM HE BUKOPHCTOBYIOTHCS, UM KOJIM Mpal[iBHUKH
3aJIMIIAI0Th CBOi poOOYl MICIs Ha KOPOTKMM yac abo HampuKiHUl JHA. JloTpumaHHS
MOJIITUKH YHUCTOTO CTOJIy/€KpaHy BChOTO 0€3 BHUHATKY MpPAIiBHUKIB JO3BOJIHUTH CYTTEBO
yoOe3neuntu BockpeceHChbKy CeNUIHY paay Bl BUTOKY KOH(IAEHIIHHOT iHGOopMAaIIii.

MeTol0 BHOpPOBa/PKEHHS TMOJITUKH YUCTOTO CTOJYy Ta YHCTOIO EKpaHy
BockpeceHChKOT CeNnuIHOT pajy €:

- 3anoO0iraHHs BUTOKY/BTpaTi KOH(M1IEHUIHHUX JaHUX YIIPaBIIHHS;

- JOTPUMAaHHS TIpaBWJ KIOEPriri€eHW Ta PO3BUTKY KIOEPKYJIBTYPH, MO0
O€3MEeYHOr0 Ta HAJIGKHOTO TIOBO/DKEHHSA 3 KoH(imeHiiiiHo iHMopMaiiero Ta ii
HOCISIMU;

BignosigaabHicTh

Bumoru 1i€i moJiTHKY TMOMIMPIOIOTECS HA BCIX MPAIiBHUKIB CEIHMIIHOI paau. Yci
IpaIiBHUKN CEJUIHOT paau MalTh OyTH o3HailomiieHi 13 i Bumoramu. Jlo Oyab-sSKoro
IpaIiBHUKA CEJMIINHOI pajy, BU3HAHOTO BUHHHUM Yy TOPYIICHHI ITi€1 MOJITHKH, MOXKE
OyTH 3aCTOCOBaHA JUCHUIUTIHAPHA MPAKTHKA, aX JI0 3BUTLHEHHS.

Bumoru

VYci npalliBHUKY CENUITHOT pajy TOBUHHI JOTPUMYBATUCH HACTYITHUX MTPaBUII:

- 30epiratu BIacHI Mapoji B TA€MHUIl, HE PO3rOJIONIYBAaTH Ta HIKOMY HeE
MOBIIOMIISITH 1X;

- 3aKpUBATH aKTHWBHI CEaHCH ITICIIA 3aBEPIICHHS POOOTH, SKIIO iX HE MOXHA
3aXUCTUTH BIAMOBITHUM OJIOKYIOUMM MEXaHI3MOM, HaNPUKJIa] OJIOKYBaHHSM €KPaHY;

- BCTAHOBUTH Yac aBTOMAaTUYHOTO OJIOKYBaHHS €KpaHy pobOouoi cranmii 10
XBUJIHH;

- 1o 3aBepiieHHI ceaHcy BuxoauTH i3 IT-cucrem Ta 6a3 maHuWX, 1O SKHUX
MPOTSTOM ceaHCy OyB OTpUMaHui 1ocTyI (cepBepis, noaaTkiB, VPN — kaHaiB To110);

- 3a00pOHSETLCA BECTH 3alUC TMapoiiB  (HampHKIaJ, Ha mamepi, Yy
nporpaMHoMy (aiiii abo B KMIIIEHbKOBOMY MPUCTPOi), 32 BUHATKOM TUX BUMAJKIB, KOJIU
3anuc  Moke 30epiratucsi Oe3neyHo, a MeToj 30epiranHss OyB 3aTBEpKEHUI
BiAmoBiganbHuM 3a Ib;

- MartepiaiabHi HOC1i KOH(iAeHIIHHOI iH(opMallii MOBUHHI 3aMUKATUCSA B
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cerdi abo mwadi micius 3aBepiIeHHs poOOTH 3 HUMU;

- poOoui cTaHIii, KOMO'TOTEPH Ta 3acO0U 3B’SA3KY MOBHHHI OyTH 3aJMILEH] Yy
CTaH1 BUKOHAHOT'O BUXO/y 13 CHCTEMU/BUMKHEH1 KOJIM BOHU 1epeOyBatOTh 0€3 HarJsay;

. nugpoBe 00J1aIHaHHA, 10 HE BUKOPUCTOBYETHCS TOBUHHO OYyTH BUMKHYTO
a0o nepeBesicHE y O€3MEUYHUN PEKUM;

- JOKYMEHTH, SIK1 MICTSATh KOH(1ACHIIIHY 1H(OpMaIlio, TOBUHHI BUTATaTUCS
BUKOHABIIEM 3 IPUHTEPIB HETANHO;

- HaOpHUKIHLI ~ poOo4yoro  JHSA/3MIHM  yBeCh  MEpCOHal  IOBUHEH
YIOPSIKOBYBAaTH CBOE poOoue Micle Ta MpuOpaTtu Bci poOoUl TOKYMEHTH B ceid abo
mady, 1110 3aMUKAEThCS;

- Uit yThmizanii  KOH(MIIEHUIMHUX JOKYMEHTIB CIHiJI BHKOPUCTOBYBATH
3HMIIYBa41/moApiOHIOBaYl Manepy;

- micisl 3aKiHYeHHsT poOo4yoro AHS Ta Yy pas3l TpUBaiOi BIACYTHOCTI Ha
poOodoMy Micili HEOOXITHO 3aMUKATH Ha 3aMOK ycl madu ta ceiidu ae 30epiraerbes
KoH(GiaeHIIHa iHopMaIlis Ta podoUl JOKYMEHTH.

10. OBI3BHAHICTDb TA HABYAHHS 3 IIMTAHD BE3ITEKU

Jlns migBuieHHs OO013HAHOCTI CTOCOBHO IHMTaHb 1H(OpPMAIIHHOI Oe3MeKu BCi
NPAILiBHUKU CEJMITHOT pajiv, BKIIFOYaI0YH KEPIBHUIITBO, TIOBUHHI PETYISAPHO MPOXOIUTH
BiZIMOB1IH1 HaB4YaHHsA. HaBuanus 3 Ib niisg BCix mpalliBHUKIB TPOBOJMTHCS pa3 Ha IIICTh
MICSAIIiB, a00 M03aIlJIaHOBO MIPU HEOOX1THOCTI.

HapuaabHa nporpama 3 ingopmaniiinoi 6e3nexku

BinnoBinansHuii 3a iHGopMaliiiHy 0e31eKy OpraHizoBy€e Ta MPOBOAUTH HAaBYaAHHS
3 iH(opMariiinoi Oe3neku. Bin/BoHa 31iiicHIOE TIEPBUHHHUN I1HCTPYKTaX JJII HOBHUX
IPAIiBHUKIB, IOPIYHUMA THCTPYKTaX1 JIJI1 BCIX MPAIliBHUKIB, & TAKOXX TUTAHOBI 3aHATTS
ctocoBHO [lomiTiku iHGOpMAaIIiitHOT O€3MeKN Ta aKTyalbHUX 3arpo3. s mpoBeaeHHS
HaBYaHb, BIANOBimadbHUM 3 Ib MOXe 3alydaTH I1HIIMX MPAIIBHUKIB Ta CTOPOHHIX
EKCIIepTiB, B TOMYy 4umcli BUpoOHUKIB IT-cucreM Ta pO3pOOHUKIB MPOTrpaMHOTO
3a0e3nedeHHs. BiaBigyBaHHS Ta/a00 y4acTh y TaKOMy HaBYaHHI € OOOB'S3KOBUM JIJIs
BCIX TpaiiBHUKIB. BiamoBimambamii 3a iHQOpMaliifHy Oe3neKky BelIe BiIMOBIIHY
JTOKYMEHTAII1I0 MPO BC1 HaBYaIbH1 3aX0/IH.

BignoBinansauii 3 Ib, mpu HEOOXITHOCTI, MOXKE OPraHI30BYBAaTH I03aIlJIaHOBi
HABYaHHS TMPU 3MiHAX y amapaTHOMy abo mporpamMHOMY 3a0e3redeHHI, 30UTbIIeHHI
3arpo3, BHECEHHI 3MiH y TOJITUKY iHpOpMaIiifHoi O6e3nekn, 3a pe3yabTaTaMu ayauTy,
TOIIIO.

IHam’saTKa 3 iHpopManiliHOI Oe31eKHn

Bianosigansuuii 3a Ib po3pobiise nmam’sTky 3 iHPOpMaIIiHOiI Oe3neKu, A0 AKOT
BKJIIOYA€E TIpaBWia KiOepririeHu Ta NpaBuia 4YKUCTOro ctoiy. llam’siTka MICTUTH
aKTyaJgbHy 1H(OpMAIII0O CTOCOBHO O€3MeKH MapodaiB, WKIJIMBOTO MPOTPAMHOTO
3a0e3rneueHHs, iAeHTU(IKalil Ta pearyBaHHS Ha IHIMJICHTH, a TaKOX KOHTPOJIIO
noctyny. BinnmosimansHuit 3a 1b 3a0e3nedye noBefeHHs mam’sTku 3 1HGOPMAIIHHOL
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Oe3neku 10 BCiX mpauiBHUKIB. OKpIM TOro BiH/BOHAa MOXE MOIIMPIOBATH CHELIaIbHI
MOBIJIOMJICHHS JI0 MPAIIBHUKIB CTOCOBHO HOBUX 3arpo3, HEOE3NeKH, BpazIMUBOCTEH Ta
HEOOXITHUX 3axoAax 1HPopMaLiifHOi Oe3MneKu.

3axucT Bil IKIAJTMBOr0 NPOrpaMHOro 3ade3ne4yeHHst

VY paMkax Bulle3a3HauC€HOI HABYAIBHOT MPOrpaMu 3 O€3MEeKH BIAMOBIIATBLHUN 3a
[b mpoBOAMTH HaBYaHHA WIOJAO 3amoOOIraHHSA YpaKeHHS Ta MNPOTUAlI IIKIAIUBOMY
porpaMHOMY 3a0e3TeueHH0. Take HaBYaHHS MMOBMHHO BKJIIOYATH B ceO¢ HACTYITHE:

- BKa3IBKM IOJO0 MOBOJKEHHS 3 MiAO3PUIMM BKJIQJCHHSM EJICKTPOHHOI MOIITH,
€JICKTPOHHUMH JINCTAMH B1J] HE3HAHOMUX BIJMIPABHUKIB 1 IIaXpaiChKUX MOB1JOMJICHb;

- BO)XJIMBOCTI OHOBJICHHSI aHTHBIPYCHOTO MPOTPAMHOTO 3a0€3TCUCHHS Ta MPaBHII
nepeBipku poOouvoi craHuii ado IHIIMX NPUCTPOIB HA BCTAHOBJICHHS aKTYyaJlbHOTO
AHTUBIPYCHOTO 3aXUCTY;

- Mpo HeOE3MNeKy 3aBaHTaXKeHHsI (aiiiiB 3 HEBIIOMHX a00 MIAO3PUIUX JKEpe;

- PO O3HAKW HEOE3MEYHOr0 MIKIJTMBOTO MPOTPAMHOT0 3a0€3MEUYCHHS, SIKE MOXKE
0OIATH aHTUBIPYCHUM 3aXUCT abO0 3arpo3 «HYJIHOBOTO JTHS;

- BOKIIMBICTh PETYJSIPHOTO PE3EPBHOTO KOIMFOBAHHS KPUTHYHO BAXKIUBUX JAHUX 1
30epiraHHs 1aHuX B O€3MeYHOMY MiclIli;

- TOTPUMAaHHS MPaBUJI AHTUBIPYCHOT'O 3aXUCTY MPH AUCTAHIIHHIN poOOTI;

- TIPO KOy, IKY MOXYTb 3aIOJISTH BIpYCH, TPOSIHU, XpOOaKH Ta 1HIIE IIKITHBE
nporpaMHe 3a0e3MneyeHHs;

- MpaBWiIa AiH, SKIIO BUSBJICHO IIKIAJIMBE MpOrpaMHe 3abe3reueHHss Ha poOouii
cTaHIl.

JJoTpuMaHHSs MapPOJbHOI MOJITUKH
VY paMmkax BUIlI€3a3HAUYEHOI HABYAIBHOI MpOTrpaMu 3 O€3MEeKu Ta HaraayBaHb PO
Oes3IeKy IpalliBHUKIB BiANoOBinaapHuid 3a Ib mpoBoauTh HaBYaHHS MIOA0 AOTPUMAHHS
NapojabHOI MOJITUKUA. Take HAaBYAHHS CTOCYEThCS MPAaBWJI TMPU3HAUYCHHS Ta 3MIHU
MapoJiB, a came:

- HEOOXITHICTh 3MIHM MapOJIiB KOKHI IoHaiMeHIe 90 THiB;

- KOPHUCTYBa4 HE MO€ TTOBTOPHO BUKOPHCTOBYBATH OCTaHHI 6 MapoIliB,

- Tapoii TOBWUHHI MICTHTH HE MEHIIE BOCBMU CHMBOJIB 1 MICTHTH JITEpU
JATUHCHKOTO andaBiTy (BEPXHBOIO PETICTPYy), Mayli Ta BENUKI JiTepu, mudpu Ta
CIIeIiaJIbHI CUMBOJIH;

- 3a00pOHY B)XHBaHHS TMPI3BUI, IMEH, JaT JHIB HAPOKEHHS abo HOMeEpiB
TeneOHIB I MPU3HAYECHUX TTAPOITIB;

- HeTalHI{ 3MiH1 MapOJTIO IPH HOTO KOMITPOMETAIii a00 PO3TrOJIOIIeH];

- 3a00poHy Tepemadi MapojiB IHIIMM TpaIliBHUKAM Ta CTOPOHHIM oOco0am,
BKJTFOYAFOYH YJICHIB POJIUHHU;

- 3a00pOHY Ha 3amKc MapoJiiB Ha mamepi, y pododyoMy OJOKHOTI Ta 1HIIOMY
HE3axXHUIIEHOMY MICT1 01151 poO0Y0i CTaHITIT,

- 3a00pOHY Ha 3aBaHTAKCHHS, OHJIAWH BUKOPHCTAHHS YW BXOMY JO CTOPOHHBOTO
MpOorpaMHOro 3a0e3nedeHHs Ta/abo0 BXOAYy A0 IHTEpHET-CaWTIB 3 aBTOMATHYHUM
3aBaHTKECHHIM TapOJIiB Mij] 9ac HACTYITHOTO JAOCTYITY J0 IIUX PECYPCiB;
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- OyAb-IKU{ TpaliBHHUK, SAKOMY BianoBinanbHui 3 Ib nOopydyMB 3MIHUTH CBiid
apojb, TOMY IO NPU3HAYEHHUI Mapojb HE BIANOBIAAB BHUILE3a3HAYEHUM CTaHAApPTAM,
MOBUHEH 3pOOUTH 1I€ HETailHO.

11. HNEPEBIPKA KAHIAUJATIB

CenumiHa paja TOpPOBOAUTH  JOBIAKOBI  MEPEBIPKM  KaHAMAATIB  TNEpea
npaleBlallTyBaHHAM. Bia kaHauaaTa 3aBY4acCHO OTPUMYETHCS 3rojla Ha IMPOBEACHHS
Takoi nepeBipkud. Kanaunar, skuil BIAMOBISIETbCS BiJ] TaKOi NMEPEeBIPKHU, MepecTae OyTH
KaHJUJAaTOM Ta HOTO BUBUEHHS KaJPOBUM BIIJILJIOM HPUITHHSETHCS.

Bignin xangpiB 30upae iH(opMmaiio mnpo pemnyTaiio KaHAugaTa, OCOOHCTI
XapaKTepUcTUKH abo crocid xuTts. [Jana iHpopmailis Mmoxe Oytu 3i0paHa B [HTepHeTi,
BKJIFOUAIOUM CAaWTH COLIAIbHUX MEpeXk, uepe3 MyOJiyHl 4yM OCBITHI 3amucu abo 4depes
criiBOeciiy 3 mornepeHiMu poOOTOIaBIIMH, TApTHEPAMU, 0COOaMHU, 110 MOXKYTh HaJlaTH
pEeKOMEH IaIl1iH1 TUCTU a00 Oy/Ib KUM IHIIIHM.

s iHpOpMallis Takok MOke OYTH OAATKOBO MEPETJsHyTa MiJ 4ac 3A1HCHEHHS
NpaliBHUKOM MOpYIIEeHHS abo Horo/ii mepenpus3HauyeHHS Ha TMOCany 3 PO3LIUPEHHIM
npaB goctyny. IloBimomiieHHS TpO CYIUMICTh HE OOOB'A3KOBO JHCKBATI(IKYyE
KaHJIuJaTa Ha mpaineBnamTyBaHHsa. [Ipyu NpuUdHATTI pilIEHHS BPaXOBYETHCS XapakTep 1
CEpHO3HICTh MPABOMOPYILIEHHS, J1aTa MPAaBOMOPYIIEHHs, 00CTaBUHH Ta MOXJIUB1 PU3UKH
JUTSL YIIpaBIIIHHS TIPH MpaleBIalITyBaHHI TAKOTO KaHIHUaTa.

CenuinHa paja Ma€ IpaBo BIIKIUKATH MPOTIO3UIIII0 TIPO IpareBIalTyBaHHs, a0o
3BUIBHUTH TIpaIliBHUKAa TPH BHUSBJICHI CBIJIOMOr0 HaJlaHHS HENpaBAWBOi iHGopmalii
CTOCOBHO cebe.

3BITH TpO TMepeBipKy OiorpadiyHuX AaHUX 30epiraeThcsi, K KOH(IIEHIlIHHA
iHbOpMaIIis BiIALIOM KaIpiB.

12.  PEAI'YBAHHSA HA IHOUJAEHT

IloBinomJieHHS PO MOPYIIEHHS

1. Bynp-skuii mpamiBHUK, SKOMY CTaj0 BiZIOMO MPO MOPYHIEHHS TOJITHK
iHbopmariiitHoi Oe3neku abo mpo iHmuaeHT Ib HeralHO TOBIAOMIIE MPO IIE€ CBOTO
0e3rmocepeTHbOTO KepiBHHKA Ta/abo BinmosimanbHOrO 32 1b.

2. [TloBimomiieHHS TIOBMHHO BimOyBaTHCS HETAWHO IICIS  BUSBICHHS
MOXJIMBOTO TIOPYIICHHS a00 0 3aKiHYCHHS 3MiHHM, SKIINO 1HII OOOB'I3KHM 3aBakKalOTh
3pOOUTH II€ HEeTaMHO.

3. besnocepenniit kepiBHUK abo BiamoBimaneHuii 3a Ib mepeBipse oOcTaBuHU
MOXJIMBOTO TMOPYILICHHS Ta HEBIAKIAJAHO BXXMBA€ MOXJIMBI 3aXO0Jld pearyBaHHA Ha
MOPYIIEHHS, a TAKOX JIOMOB1JIa€ MPO NOPYLICHHS KEPIBHUKY YIIPABIIHHS.

4. Jlng HeraMHoro TNOBIJOMJICHHS TMpPO TOPYIIEHHS MEPCOHAl MOXKe
3aTesniepOHyBaTH BIAMOBIAATBLHOMY 3a 1H(MOpMaliiiHy Oe3neky 3a HoMepoM Tesedony
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0512-68-84-21.

PearyBaHHsl HA IHIMIEHT

BinnosinaneHuil 3a iHpopMaliiiHy Oe3neKy mpu OTpMMaHi MOBIIOMIIEHHS IPO
MOpPYIIEHHS a00 IHIMIEHT CaMOCTIHHO a00 13 3aJly4eHHSIM BIANOBIIHUX MPAlliBHUKIB
YIPaBIIiHHS BKUBA€ HACTYIHI 3aX0AH, 3 METOIO OOMEKEHHS HACIIJIKIB MOPYIICHHS YU
THIUICHTY:

1) BXKHMBa€ 3axo0JliB MO 30MpaHHIO Ta 30CPEKEHHIO JOKa3iB Ta MPHUIIHHSIE
HECaHKI[IOHOBaHY J1I0;

2) Biakirodae ado sokaiizye IT-cucremy, sika Moxe OyTH ypaxkeHa;

3) MO MOXKITUBOCTI BIJIHOBIIFOE 3aITUCH, JIaHi, [0 MOTJIM TIOCTPaXKIaTH;

4) MO MOXJIMBOCTI YCYBa€ Bpa3IMBOCTI Ta cJaOKi MiCIsl, SIKI TPU3BEIH [0
HIIUJICHTY;

5) 3rigHO MIaHy pearyBaHHs Ha KiOCPIHIUICHTH MOBIJOMJISIE TTPABOOXOPOHHUM
opraHaM Mpo HIIUJICHT 0e3MeKH Ta HOro O3HAKH.

Po3cainyBanHs Ta MiHiMIi3anis pU3MKIB

1. Ilpum iHOmMzmeHnti iHdopmaIiiHoi O€3MeKu, 10 MOXEe NPUYMHUTH 3HAYHI
HEraTUBHI HACJIIKU BianoBiganpHUl 3a Ib gomydae mo poscminyBanHs wieHiB Po6odoi
rpynu 3 iHGopmaniiiHoi ©Oe3neku. Jlo PI'IB  Takox monydaeTrbcs  KepiBHUK
BILTUTY/TIPO3ALTY JIe TPAIUBCS 1HIIUJICHT.

2. I'pyna posrmsimae oOCTaBUHM, MPUYMHU Ta HACHIAKUA IHIUACHTY Ta OLIHIOE
pusuku  iHGopMaliiHOi Oe3leKku, 5Kl TIOoB’s3aHi 3 IHOWACHTOM. Ilpu 1pOMY
PO3MIISAAIOTHCS HACTYIHI (DAKTOPH, aJie HE OOMEKYIOThCS HUMH:

- xapaktep IM(POBOrO aKTHBY, SKUH TMOCTPaKJIaB BHACIIIOK IHIMIACHTY Ta
HOT0 BaXJIIUBICTB /TSl PYHKITIOHYBAHHS YIIPABIIIHHS,

- HEeOOXiJgHI 3aX0/M Ta 3acCO0M JJIA BITHOBIEHHS (DYHKITIOHYBaHHS;

- JIOTOBIpHi 3000B's13aHHSA, KI MOKYTh OYTH HE BUKOHAHI, TOPYIIICHI;

-  PU3MKH KPaADKKH OCOOMCTUX JaHWX a0o BTpaTh iHopmarii BHACTIAOK ii
NICYBaHHS, 3aTHUPaHHS YW MUGPYBaHHS, MOMXIJIHBOCTI MIOJO BiTHOBJICHHS SIKOMOTA
aKTyaJIbHIIIOT BepCii pe3epBHOTO KOMIIOBAHHS;

- PU3UK 3amnofissHHS (HI3UYHOT MIKOAM, SKIIO BTPATa TaHUX CTABUTH ITiJT 3arPO3y
KUTTS JIIOTUHU;

- PU3UK 3aMOMIsTHHS IIKOJH PEMyTaIlii ypaBIliHHS;

- 00csru (MacuB) BTpadyeHoi, BKpaJeHOI 4M 3imcoBaHoi iH(opmaIllii Ta KiTbKICTh
MOCTPAXAATHUX OCi0.

IIpodinakTuka
1. Ilicng BXUTTS HeErailHUX 3axoMiB J/Ji 3MEHILECHHS PU3UKIB, MOB'A3aHUX 3
MOPYILIEHHSIM, BiJNOBiabHuii 32 Ib nmpoBOAUTE po3CciiyBaHHs IPUUYUH HOPYIICHHS.
2. Ilpy HEOOXiTHOCTI MOXE MPOBOJUTHUCS ayAUT Oe3neKku PIBUYHUX,
OpraHizarifHuX 1 TEXHOJIOTTYHHUX 3aXO0/I1B.
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Ie Takok MOK€ BKJIFOUATH MEPErJIsAl MOMITHKY 1H(OpMAIIIiHOT O€3NEKH.

3. [ns mpoBeneHHs po3CiHiAyBaHHS MPUYMH IHUMJAEHTY BianoBiganbHui 3a Ib
3ajlyda€ BIAMOBIAHUX MPALIBHUKIB CEJIUIIHOI pagd Ta MPU HEOOXIAHOCTI 30BHINIHIX
€KCIIEePTIB.

4. Pe3ynbTatu po3CHiAyBaHHS JOMOBIIAIOTHCSA TOJIOBI CEJMIIHOI paaud pa3oM 3
PEKOMEHAAIISIMHU, 11010 3aM00IraHHs MOAIOHUX THITUEHTIB Y MAOYTHHOMY.

5. 3a pe3yibTaTaMH CKJIQJA€TbCsl IUTAH 3aXOJIB 3 YCYHEHHS HEJIOJNIKIB,
BUSBIICHMX B XO/JI1 PO3CIIIIYBaHHS 1HIUICHTY, SIKIIO LI€ IOPEYHO.

BinnoBiganbHicTh
lNomoBa cenuimHOi paagu Hece MOBHY BIAMOBIAANBHICTH 3a 3aXUCT JaHUX Ta
HiATPUMKY HaJIEKHOTO PiBHS 1HPOpMaliiHOi Oe3neku cenuiHoi paau. KepiBHULTBO Ta
BC1 TNPAIIBHUKUA CEJIMIIHOI pajy, sIKI MOPYIIYIOTh MOJITUKY iH(pOpMalliiiHoi Oe3nexu
Ta/ab0 YMHHE 3aKOHOJABCTBO HECYTh JAUCIUIUIIHAPHY, aMIHICTpATUBHY YH
KPUMIHAJIBHY BIAMOBIIAIBHICTD.
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Homatox 1
®OPMA 3AIIMTY HA JOCTVYII

(3anuT NpaniBHUKA Y4 MiAPAIHUKA HA JOCTYI 10 iHpopMaLiiHHUX pecypciB)
[11b
Ilocana
JlaTta moyatky gOCTyIy
Pexxum noctyny (11i101000BUM 4 y EBH1 poOOY1 TOJIUHM )
JlaTa Ta yac NPUNUHEHHS TOCTYIy

Ilepeaik pecypciB 10 SIKHX HAJa€ThCH [JOCTYN 3 BKAa3aHHAM IMPaB JOCTYILY
(YMTAHHS, pefaryBaHHs, 34a4i I 0OXOPOHY CUI'HAJI3aNLil0, BiABiAyBaHHA y BUXIi/JHI
JHi TOII0)

EnexTponHa momra
EnexTpoHHi peecTpu
IT-cucremu, mepexi
[Iporpamue 3a6e3neueHHs, J01aTKH
Bignanenwnit noctyn
Cnyx60Buit TenedoH
Hoctym 1o OymiBii

NoakowdE

IHoroaxenns 0e3nocepeIHHLOr0 KepiBHUKA
IMorom:xkenus BinnmoBigaanuoro 3a Ib
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Jomatox 2
3roaa npo HepoO3roJI0MIeHHA

BIATIOBIJAJIBHICTD 3A PO3TOJIOIIEHHS
KOH®IAEHIIHHOI IHOOPMAIIIT

A po3ymil0o 1 TOromXyrocsi 30epiratv, 3axuIlaTH Ta HE PO3roJIONIyBaTH
koH(pineHiHy 1HopMalito BockpeceHchkoi cenuninoi paau. KpiMm Toro, s po3ymiro,
mo Oylb-siKe HECaHKLIOHOBAaHE BUKOPUCTAaHHA abo0 po3rosionieHHs iHdopmarii
CeJMIIHOT paau, MOXEe TMPHU3BECTH 10 JIUCHUILUIIHAPHOI, aJMIHICTPATUBHOI YU
KPUMIHAJIBHOT BIJIMOBIIAIBHOCTI BIAMOBIAHO JI0 TOJITHKU 1H(pOpMAIIHHOI Oe3neKku
BockpeceHchbko1 CeNMuIHOI pajy Ta YNHHOTO 3aKOHO/1aBCTBA.

JlaTa [Tigmuc

JlaTa [Tiamuc BignosizansHOro 3a Ib
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Jomatoxk 3

SATBEPJ/KEHE ITPOI'PAMHE 3ABE3IIEYUEHHS
Huxye HaBeneHuil mnepenik 3aTBEpKEHO [JIsi BUKOPHUCTaHHS MPOrPaMHOI0O
3a0€3MeUeHHs], SIK€ NOBUHHO OyTH BCTAHOBJIEHE HA pOOOYMX CTaHLIAX Ta
BUKOPUCTOBYBATUCh  NpalliBHUKaMu g pobotu.  BukopuctanHs  He
3aTBEP/AKEHOr0 NMPOrpaMHOro 3a0e3NeyeHHs Ha poO0YnX CTaHIIsIX 3a00pPOHEHO.

113 Bepcist 3aTBepiKeHO Jara Onuc/Komenrapi




35

Jonmatok 4
3ATBEP/I’KEHI IIOCTAYAJIBHUKHA
IHocTrayajabHUK OcHoBHMH OcHoBHuii | Toap/Ilocayra Onuc/KomenTapi
KOHTaKT HOMep
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Jonmatok 5
JKYPHAJI PEECTPAIIT MOAIN THOOPMAIIMHOI BE3INEKA
Ne | Ha3zsa nogaii Jara. YUac | O3naku/ Baxuri Pexomenaamii/
iHauKaTopu 3axonm/ KOMEeHTapi

pearyBaHHs
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Jlomatok 6
KYPHAJI YIIPABJIIHHS 3MIHAMMX
arTa a3Ba muc TBOpeHa | 3miHa TpuMani | Baxxuti oMeHTapi
H (0 C 3wmi 0 il B i K pi
I13/A3 3MiHHU P3 1o 3anpoBak | BIATYkn/ | 3axoam
3MiHH eHa 3 (nara, | CKapru
qac)

[Tpum. I13 — mporpamue 3a0e3nedeHHS;
A3 — amapaTHe 3a0e3TneueHHs;

PK - pe3epBHa xormis.
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Homnatox 7

Iepenik nporpamMHoro 3aée3neyeHHs Ta 3arajbHi BUMOTH /10 JIilleH3YBAHHS MPOrPAMHOI0
3a0e3nmeveHHsl TUTMIOBOI0 Po6oYoro Micis npauniBunka BockpeceHChKOI ceJTMIIHOT paau
Ilepesik mporpaMHoro 3aée3nevyeHHs J1Jis TUIIOBOTO PO00YOro Micus

B tabmumi 1 HaBeneHo mepeltik mporpaMHoro 3a0e3rnedeHHs UTsl TUIIOBOTO pOo00YOro MICIs B
CENUIIHIN pai.

Tabauys 1. Ilepenix npoepamnoeco 3ab6e3nedenHs O muno8o2o
PpoboU02o Micys 6 cenuwHit padi

3/ Tun nporpamMHOTO 3a0€3MeUEeHHS Ha3sBa mporpamuoro BeskomToBHO
i 3a0e3MeYeHHs (Tax/Hi)
1 | OnmepariiiHa cucTema JuIsl IePCOHATHLHOTO Microsoft Windows Hi

KOMIT F0Tepa abo HOyTOyKa

2 AnTHBipYyCHE mporpaMHe 3a0e31eYeHHS Windows Defender [TocraBusieTbest
pas3om 3
oTepariftHoI0
CHCTEMOIO
3  IIporpammue 3abe3neueHHs I JOCTYITY B Google Chrome Tax
IHTEepHET [Mocunanus
4 Ilporpamue 3a0e3ne4eHHs s Hpaiisep npuctpoto Big =~ [locraBnserpcs
06araToQpyHKI1I0HAIBHOTO MIPUCTPOIO 200 BUpOOHMKA a00 3 pazom 3
MIPUHTEpA + CKaHepa KoMIuIeKkTy Microsoft MPUCTPOEM 200
Windows 3 OIepamiiHOO
CHCTEMOIO
5 Ilporpamue 3a0e3neueHHs yIs Microsoft Office Hi
IUIOBOJCTBA

6 AnTHBIpYC Zillya! Hi


https://www.google.com/intl/uk_ua/chrome/
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3arajbHi BUMOTHM 0 NPOrPaMHOro 3ade3nevyeHHs, siKe 3aKYNOBYETHCH /JIsl CeJMIIHOL
paau

TenmepHOO TOKYMEHTAIlI€I0 Ta JOTOBOPOM NP0 3aKYIIIBIKO MPOrpaMHOTO 3abe3meueHHs
MIOBUHHE OyTHU nependadeHo:

® 3a0e3medeHHs MPOJABIEM KOMIUIEKTHOCTI TIOCTaBKH MPOrPaMHOTO MPOIYKTY, 3a3HAUCHHHA
y crienuikarii, sika T0Aa€ThCS 10 JOTOBOPY;

® BCTAaHOBJEHHS Y pa3i moTpeOM MporpaMHOro 3a0e3nedeHHs MPOJaBIEM Ha TEXHIYHUX
3aco0ax MOKYIIIS;

®  HaJaHHA IPOJaBLEM rapaHTIiHUX 3000B'13aHb;

®  BU3HAYEHHS CTPOKIB Ta YMOB TEXHIYHOI MIATPUMKHU MIPOrPaMHOTO 3a0€31EUEHHS.

Crnenudikailist Ha MOCTaBKY MPOTPaMHOTO 3a0€3MEUEeHHS, KA JI0AA€ThCS 10 TIOTOBOPY, TOBUHHA
nepeadayaTH HassBHICTb:

®  eIEKTPOHHOIO HOCIA 1H(OpMaIli 3 IPUMIPHUKOM MPOrpaMHOro 3a0e3MeUYeHHs], 0 SKOTO Y
pa3i moTpedu A0aar0ThCs 3acO0M ISl HOTO BCTAHOBJICHHS HA TEXHIYHUX 3aC00aX MOKYTIIIS;

® [pOrpaMHOi Ta eKCIUTyaTalllifHOT JOKYMEHTaIlll Ha porpamMHe 3a0e3neyeHHs;

® jineH3ii abo IHIIOTO JOKYMEHTa, WI0 MIATBEPAXKYE MPABOMIPHICTb BHUKOPHUCTAHHS
MPOTPaMHOTO 3a0e3MeYeHHSI.

YMOBH BUKOPHCTAHHS TPOTPAMHOTO 3a0€3Me4YeHHs] IOBHMHHI IependadaTd, IO CTPOKOM
JIeH31i Ha BUKOPUCTAHHS MPOTPAMHOTO MPOAYKTY € CTPOK UYMHHOCTI BUKIIOYHMX MaWHOBUX IpaB
IHTEJICKTYyaJIbHOT BJIACHOCTI Ha BIAMOBITHE TpOrpamMHe 3a0e3NeUeHHs.

VY nmoroBopi Mpo HajaHHS TEXHIYHOI MIATPUMKH TPOTPAMHOTO 3a0e3leueHHs TMOBUHHE OyTH
nepeadayeHo:

® [IepeNiK MOCHYT 3 TEXHIYHOI MIATPUMKU MPOTPAMHOTO 3a0e3TMedeHHS 3 OOTPYHTYBaHHSIM
KOLITOPHCHOT BApTOCTI HAJJaHHS KOXKHO1 3 TAKUX MOCIIYT;

® CTPOKH Ta MOPAAOK HaJaHHS IIOCIIYT,

® [epelrik BUMAKIB (00CTaBHH), HACTAHHS SKUX € IT1ICTABOYO I HaJIaHHS MTOCITYT Ha
BHMOT'Y YITPABJIIHHS,

® qeperik mocyr (y pa3i HAsIBHOCTI), SIK1 HaJIal0ThCsl O€30TUIaTHO.

3arajibHi BUMOI'H /10 JIilEH3YBAHHS MPOTrPaAMHOI0 3a0e3ne4eHHs

[TpaBa iHTENEKTYaIbHOT BIACHOCTI OXOIUTIOIOTH aBTOPCHKE MPaBO Ha MpOrpamMHe 3a0e3MeUeHHs
YM TOKYMEHT Ha aBTOPCHKE IIPaBo, MpaBa Ha MPOMHUCIOBHUI 3pa30K, TOPrOBI MapKH, MATEHTH 1 JTileH3ii
Ha MOYaTKOBUI TEKCT.

[laTeHToBaHMi mMporpaMHMN MNPOAYKT IOCTA4alOTh 3TiHO 3 JILEH31HHOI0 Yrojol, sKa
BU3HaYa€ TEPMIHM Ta YMOBH JIiLI€H31i, HAPUKIIaI, OOMEKEHHsI BAKOPUCTAHHS POYKTIB BUBHAUEHUMHU
KOMIT'IOTepaMu 200 OOMEXKEHHs KOIIIOBAaHHS CTBOPEHHSIM JIMIIE PE3epBHUX KOMid. 3aKOHO/AaBYi,
PEryasTOpHI Ta KOHTPAKTHI BUMOTIM MOJKYTh HAaKJIaJaTH OOMEXEHHsS Ha KOIIIOBAaHHS KOHKPETHUX
NAaTEeHTOBAaHUX MaTtepiaiiB. 30KpemMa, BOHM MOXYTb BHMAaraT, II0 MOYXHa BHUKOPHCTOBYBATH JIMIIE
MaTtepial, po3poOJaeHHi 3aKkIa oM abo KU

JILIEH30BaHO YM HAJIAaHO YIPABIIHHIO PO3POOHUKOM.

ITopyumieHHsI aBTOPCHKOI0 NMpaBa Mo:Ke NMPU3BECTH 10 BTPATH MiATPUMKH NMPOrPaAMHOI0
NPOAYKTY Ta CyA0BOI0 I030BY, SIKMii MOke TaKO0K BKJIOYATH IITPadu a60 HABITH KPUMiHAJIbHE
nepecJjilyBaHHsl BHHHHX 0Ci0.

Mae OyTH BHIpPOBA/UKCHO HAJEXKHI MPOLEAYpU 3a0e3MeYeHHs BiANOBITHOCTI 3aKOHOABYUM,
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HOPMATHBHUM 1 KOHTPAKTHHM BUMOTaM IIOJ0 IMIpaB IHTENEKTyalbHOI BJACHOCTI Ta MIOJO
BHUKOPUCTaHHS 3aMIaTeHTOBAHUX MPOIYKTIB IPOTPaAMHOTO 3a0€3IeYCHHS.

st 3axucTy OyAb-SKUX MarepiaiiB, sIKi MOXKHA BBaXXATH IHTEJIEKTYaJIbHOIO BJIACHICTIO, Tpeba
pO3TIIsiIaTH HaBEACHI HIKYE HACTAHOBH:

® nyOmikamis TOJITUKHA BIAMOBIZHOCTI TMpaBaM IHTENEKTYalbHOI BIIACHOCTI, SIKa BH3HAYa€e
MIPaBOBE BUKOPUCTAHHS MPOTPaMHOTo 3a0e3neueHHs Ta iHpopMaIiifHIX MPOIyKTiB;

® puaOaHHS TPOTPaMHOTO 3a0e3MeYeHHs JIMIIe Yepe3 BiOMi Ta BHU3HAHI JDKepena s
3a0e3neueHHs] TOro, IO aBTOPCHKI MpaBa HE MOPYIIYIOTHCS; MIATPUMKa MOiH(GOPMOBAHOCTI IO
MIOJIITUKK 3aXKCTY IMpPaB IHTENEKTYaJbHOI BIACHOCTI Ta HAJaHHS MOIEPEDKEHHS PO HaMIp BXXKHUTTS
JUCUMIUTIHAPHUX /11 IPOTH MpPAaIiBHUKIB, K1 iX MOPYIIYIOTh;

® qmiaTpuMKa BiANoBiIHUX peectpiB pecypciB CVYIb Ta inentudikanis Beix pecypeis CVYIb 3
BHMOTAMH 3aXHCTY MPaB IHTEIEKTYaIbHOI BIACHOCTI;

® [iATpUMKA JOKa3iB y BUIJISAAL JOTOBOPIB Ha 3aKyIiBIIO IPOrpaMHOro 3a0e3leyeHHs Ta
CBIJIOITB BOJIOJIIHHSA JIIEH315IMU, MaliCTeP-TUCKIB, HACTAHOB TOIIIO;

®  3anpOBa/DKEHHS 3aXOJIB Oe3MeKu il 3a0e3leueHHs TOro, o0 He Oyjao TEepPeBHUIICHO
OyIb-sIKOT KUIBKOCT1 JJ03BOJIEHUX KOPUCTYBAUiB;

® BUKOHAHHS NEPEBIPOK, 110 1HCTAIBLOBAHO JIMIIE CAHKI[IOHOBAaHE MpOrpaMHe 3a0e3MeUYeHHs
Ta JILEH30BaH1 IPOIYKTH;

® HajJaHHS TIOJNITUKM BIJIyYCHHS YHM TIepelaBaHHS MPOTPaMHOTO 3a0e3NeveHHs IHIINM
CTOpOHaM;

®  BIIMOBIMHICTE TEPMIHAM Ta YMOBaM MIOJI0 MPOTPpaMHOro 3abe3medeHHs Ta iHdopmailii,
OTPUMAHUX i3 3araJIbHOJIOCTYITHUX MEPEK;

® BiICYTHICTh BIIMIHHOTO BIiJl JO3BOJICHOTO aBTOPCHKHM TIPaBOM JyOJIFOBaHHS,
MepETBOPEHHS B IHIIHNI hopmat abo BUIAUICHHS 3 KOMEPIIHHUX 3aMuciB (KIHO, ay/io);

®  HCJONYIICHHS BiIMIHHOTO BiJ JIO3BOJICHOTO aBTOPCHKMM ITPABOM ITOBHOTO a00 YacTKOBOI'O
KOITIFOBaHHS KHUT, CTaTeH, 3BITIB a00 1HIINX JTOKYMEHTIB;

® JIIeH31HI yroau Ha IMporpamMHe 3a0e3IleUeHHs MarTh OYTH TaKUMH, MO0 OpraHizaiis
MorJIa OyTH BiIIMOBIJAIBHOIO 3a JIIIEH3yBaHHS KIIEHTCHKOT'O MPOTPAMHOTO 3a0e3MeUeHHs Ha pOOOUrX
CTaHIIISX, K1 BIIACHOPYY NpHI0aH1 IEPCOHAIIOM UM KOPUCTYBauaMH 30BHIITHBOT CTOPOHH;

® yci eneMeHTH OOJaJHaHHA, SKI MICTSITh HOCIi MaMm’sATi, Mae OyTH MEpPEeBIpeHO I
3a0e3MeyeHHs TOro, 1O JIeH31iHe mporpamMHe 3a0e3neueHHss Oyn0 BUJAIEHO YM Oe3MeYHUM YHHOM
nepe3arnucaHo bi (o) BUJTYYCHHS a0o MOBTOPHOTO BUKOPHUCTaHHS.
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JonaTok 8

TEXHIYHI BUMOI'M HA JIIHEH30BAHE IIPOI'PAMHE 3ABE3IIEYEHHA
JIJISI TAITOBOT'O POBOYOI'O MICISI MPAIIIBHUKA CEJIMIITHOI PA/TA

TEXHIYHE 3ABJAHHS
Krnacudikarop ta fioro koj BiamoBigHo 10 [epkaBHoro Kiacudikatopy IpoyKIrii Ta MOCIyr:

JAK 021:2015: 48900000-7: Ilaketn mporpaMHOTrO 3a0€3MEYCHHS PI3HOTO MPH3HAYCHHS Ta
PI3H1 KOMIT FOTEPH1 CUCTEMHU

Ilepenik HOpMAaTUBHUX JOKYMEHTIB

Le#t nokymeHT po3po0yieHni Ha MiJICTaBl HACTYTHUX HOPMATUBHUX JIOKYMEHTIB:

1. IlocranoBa KMYVY Ne 1433 Bix 30 rpyaus 2021 p. “IIpo 3aTBep/keHHS IEpETiKy BUIIB
MIPOJIYKIIil, TOPTIBJIS SIKUMU 3/IIICHIOETHCSI BUKIIIOYHO Ha OPraHi30BaHUX TOBAPHUX PUHKAX .

2. [Ilepemik mporpamMHOro 3a0e3leyeHHS Ta 3arajJlbHi BHMOTH JIO JIIICH3YBaHHS
MIPOrPaMHOTO 3a0e3MeUYeHHs TUIIOBOIO POOOUYOro MiClls MpalliBHUKA CEIHUIHOT PaJIu.

[Tepemnix
[locTauanHs mileH31 Ta BIPOBAHKEHHsS MaKeTIB MPOrPaMHOTO 3a0€3MeYeHHs] THIIOBOTO
po060YOTO MICIS TpAIliBHUKA CETUITHOT paau Uisl poOOTH Ha aBTOMATH30BAaHUX POOOUYMX
MICIISIX YCTaHOBH:

° Microsoft Windows 11 Professional 64-bit

° Microsoft Office 2021

SIkicHi Ta KIJIBKICHI XapaKTepuCTUKH

Onmuc Ta OCHOBHI BUMOI'H /10 TIPeAMeETY 3aKyHiBJIi

[Iporpamue 3a0e3le4YeHHsT TUIOBOTO POOOYOTO MicHs Tpal[iBHUKA CEIHIIHOI paau
MPU3HAYCHO U KOMIUIEKCHOT aBTOMATH3allii OCHOBHOI IISUTBHOCTI CEJHINHOI paju i JO3BOJISE
OpraHi3yBaTH OIEpPAaTUBHUK 1 €(QEKTUBHUN J0CTyn a0 IiHQopMalii Hpo MpaliBHUKIB TPH
3a0e3nevYeHH1 HeOOX1AHOTO PIBHS 3aXUCTY iH(pOpMaIIii.

CrnemianbHe (TpUKIagHE) mporpamHe 3adesneueHHs it PJI MOBMHHO MaTH it04YMid
€KCIIEpTHUN BUCHOBOK IPO BIAMOBIIHICTh JO BHUMOT TEXHIYHOTO Ta KPUNTOTPadidHOTO 3aXUCTY
iHdopmartii Bix JlepkaBHOT CItyx0u CIEIIaIbHOTO 3B A3KY Ta 3aXUCT
iHbOopMaIrii.

[Iporpamue 3abe3neyeHHs, sike Oyae 3aKyIUieHE B paMKax JaHOI MPOLEAYpH 3aKyIiBii,
MOBHHHO 3a0€3MEUNUTH KOMIUIEKCHY aBTOMATH3AIlil0 OCHOBHOI JISUTBHOCTI CEJIHMIIHOI paiu i
JI03BOJIUTU OPraHi3yBaTH ONEPATUBHUM 1 eeKTUBHUN TOCTyM 10 iHGOpMaIllii PO MPalLiBHUKIB MIPH
3a0e3neyeHHi HEoOXiMHOTro piBHA 3axucTy iH(opmanii 13 (YHKIIOHATEHUMU MOXJIMBOCTSIMU
BIJIMOBIHO JI0 BUMOT po3aity «TexHiuHa cremudikaris.

I'apanTiiini 30008’ s13aHHSA
BupoGHuk (BHKOHaBelb) 3a0e3Meuye rapaHTiio Ta TepMiH MiATPUMKH MPOAYKTY Ta HOro
OHOBJIEHHS TEPMIHOM HE MEHIIIE OJIHOTO POKY.

[Tepenik poOIT MO BIPOBaIKEHHIO IPOTPAMHOTO 3a0€3MeYeHHS

SIKIIO BHMAaraeThCsi BCTAHOBJICHHS HpPOTPaMHOrO 3a0e3MeueHHs Ha TEXHIYHHUX 3aco0ax
YIIpaBIIiHHS, TO MEpeiK poOiT BUKOHYETHCS BIAMOBIIHO J10 MJIAaHY HUXKYE:

1. CrBopeHHs 1 NHOTOJUKEHHS IUIaHy-Tpadiky poOIT 3 BIPOBAIKEHHS MPOTPAMHOTO
3a0e3MeueHHsI B yCTaHOBI.

2. BmpoBapkeHHS NMPOrpaMHOro 3abe3NedyeHHs BIJNOBITHO 0 3aTBEPHKEHOro IUIaHYy-
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rpagiky pooir.
3. IlpoBeneHHs HABUAHHS 3 BUKOPUCTAHHS MIPOTPAMHOTO 3a0€3MeUeHHS.
4. BuKOHaHHS MPUIMAIBHOTO TECTYBAaHHSA Ta IHIIMX MPUHMAaTbHO-TIEpEIaBaIbHIX POOIT.

Bumoru a0 1orosopy

JloroBOpoM Ipo 3aKyHIBJIK0 IPOrPaMHOro 3a0e3neueHHsl HOBUHHE OyTH nepedadeHo:

e 3a0e3medeHHs MPOJIaBIeM KOMIUIEKTHOCTI IOCTaBKH  MPOTPAMHOTO IPOJIYKTY,
3a3HaYeHOI y crienudikaii, ska J0Ja€ThCs 10 IOTOBOPY;

® BCTaHOBJIIEHHS Y pa3i MOTpeOM MpOTrpaMHOTro 3a0e3MeYeHHs MPOJAaBIEM HA TEXHIYHUX
3aco0ax MOKYIIIS;

®  HaJaHHA NPOJaBLEM rapaHTIiHUX 3000B'S3aHb;

®  BU3HAYEHHS CTPOKIB Ta YMOB TEXHIYHOI MIATPUMKHU MIPOrPaMHOTO 3a0€31CUEHHS.

Crienudikaiiss Ha NOCTaBKY NPOTPAMHOrO 3a0€3NEYeHHs, sKa JO0JA€TbCi JI0 JOrOBOPY,
MIOBUHHA Nepe10avyaTy HasBHICTb:

®  CIEKTPOHHOro Hocid iHdopmalii 3 NPUMIPHUKOM TPOTPaMHOrO 3a0e3ME4YeHHs, 0
SIKOTO y pa3i MoTpedu TOAAr0ThCS 3aCO0M TSl HOTO BCTAHOBJICHHS HA TEXHIYHHUX 3aC00aX MOKYIIIIS;

® [POrpaMHOi Ta eKCIUTyaTalliifHOI JOKYMEHTaIlll Ha porpamMHe 3a0e3neyeHHs;

e ineH3ii abo IHIIOrO JOKYMEHTa, IO MIATBEP/UKYE MNPaBOMIPHICTh BUKOPHCTAHHS
MPOTPaMHOTO 3a0e3MeYeHHSI.

YMOBU BUKOPHUCTaHHSI MpOTpaMHOro 3a0e3neyeHHs MOBHUHHI mepeadayaTH, 10 CTPOKOM
JiIeH3il Ha BUKOPUCTaHHS MPOTPAMHOTO MPOAYKTY € CTPOK YHHHOCTI BUKIIOYHUX MAHOBHX TPaB
IHTEJICKTyaJIbHOT BJIACHOCTI Ha BIAMOBITHE TpOrpamMHe 3a0e3T1eUeHHS.

VY noroBopi Mpo HaJaHHS TEXHIYHOI MIATPUMKH IMPOTPAMHOTO 3a0e3MeueHHs TIOBUHHE OyTH
nepeadayeHo:

®  [IepeTiK MOCIYT 3 TEXHIYHOT MIATPUMKH MTPOTPAMHOTO 3a0€3MeUeHHS 3 OOTPYHTYBAaHHSIM
KOIIITOPUCHOT BAPTOCT1 HaJTaHHS KOKHOT 3 TAKUX MOCIYT;

®  CTPOKH Ta MOPSIOK HaJaHHS MOCIYT;

e 1eperik BUMAIKIB (0OCTaBMH), HACTAHHS SKUX € IIACTaBOIO IS HAJaHHS MOCIYr Ha
BUMOTY YIIPaBJIIHHS,

e reperik mociuyr (y pa3i HaIBHOCTI), SIK1 HaJIAalOThCsl OE30TLIaTHO.

Bumoru 1o yuacHukiB

VYyacHMK B CKIaai TEHJACPHOI NPOMO3MIii IOBMHEH HAJaTH JOKYMEHTH 100
MIATBEPIKCHHS BIMOBIAHOCTI KBaTi(DiKAIIHHUM KPUTEPIsIM:

1. JloBinky (ckiageHy B AOBUIbHINA (opMi) 1IOAO0 HASIBHOCTI OOJaJHAHHA Ta IHIIOI
MaTepiaJbHO-TeXHIUYHOT 0a3u, HEOOXiTHMX JJisi BUKOHAHHS 3000B’si3aHb 10O JIOTOBOPY, 3aBipeHa
HIANKMCOM YIIOBHOBaXXEHOT 0COOM YUyacHHUKA.

2. JoBinky (ckimageHy B JOBUIBHINA (opmi) Npo HASBHICTE JOKYMEHTAIbHO
HiITBEPKEHOTO J0CBiy BUKOHAHHS aHAJIOTIYHOTO JIOTOBOPY, 3aBipeHa MiJAMMCOM YIHOBHOBAaXECHOT
ocobu YuacHHKa.

3. JloBinky (ckiiajieHy B JOBUIbHIN (opMi), 110 MIATBEPPKYE HASBHICTb B y4aCHHMKa
TOPriB MpaliBHUKIB BIAMOBITHOT KBaTi(iKallil, SKMX YYaCHHUK IUIAHYE 3ay4yaTH O BUKOHAHHS YMOB
noroopy 13 3azHaueHHsM: IIIb, ocBitH, cTaxky/mocBiny poOOTHM Ta JaHHUX HpO cepTUdIKATH,
JUTIIIOMH, TOILIO.

4. VYdyacHuk Mae OyTH po3poOHHMKOM MporpaMHoro 3abesmeueHHs, abo Oyru
MPEJCTaBHUKOM, 3 TpPABOM IMOLIUPEHHs, L0 MiATBEP/UKYETHCA BIAMOBIIHUMU JOKYMEHTAMHU
(HamaTu aBTOpPCBHKI cepTudikaté abo cBigouTBa, abo cepTUdIKaTH Aujepa/mpeacTaBHUKA, abo
aBTOPCHKHIA TOTOBIP (JIOTOBOPH), TOIIIO).

S. VYdacHUK Hajae Yy CKIaAl TEHJAEpHOI MPOMO3ULIi TapaHTIMHUN JHUCT PO
BI/IMIOBIIHICTh 3aIIPONOHOBAHUX MOCIYT TEXHIYHUM BUMOTaM.
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6. VYdacHHUK BIANOBIA€ 3a 3MICT CBOET TEHAEPHOI MPOIMO3HUIlil, Ta MOBUHEH Y CKJIajIi
TEHJAEPHOT MPOTO3HUIIii HamaTH iHGOpMAaIliiiHy JOBIIKY B AOBUIBHINA (OpMI OO HE 3aCTOCYBAHHS
70 HBOTO (y4acHWKA) CAHKIIK BiNMOBIIHO 10 YMHHOTO 3aKOHOJABCTBAa YKpaiHU y naHii cdepi, B
TOMY YHCIIi, aJie He BUKIIFOYHO:

- 3akony Ykpainu «lIpo cankiii» Big 14.08.2014 Ne 1644-VII;

- 3akony Ykpainu «IIpo 3amoOiraHHs Ta TPOTHIIIO Jieramizamii (BiAMHBAHHIO) JOXO/IIB,
OJIEpXKAHMX 3JIOYMHHUM HUIAXOM, (DIHAHCYBAaHHIO TEPOpH3MY Ta (IHAHCYBAHHIO PO3TIOBCIOKEHHS
30poi macoBoro 3HumEeHH» Bix 14.10.2014 Ne 1702-VII;

- Vxasy Ilpesunenra Ykpainu Bim 15.05.2017 Ne 133/2017; - Pimennst PHBO Vkpainu
«IIpo 3acToCcyBaHHS MEPCOHATBHUX CIEMIATPHUX €KOHOMIYHUX Ta HIINX 0OMEXYBaJIbHUX 3aXOIB
(cankuii)» Big 15.05.2017;

- IloctanoBu KaOinery MinictpiB Bix 07.11.2014 Ne 595 «Jlesiki nuTaHHs (iHaHCYBaHHS
OIO/KETHUX YCTAHOB, 3/IMCHEHHS COLIaJbHUX BHIUIAT HACEJICHHIO Ta HAJaHHS (IHAHCOBOI
MIATPUMKHA OKpPEMUM MIANPUEMCTBAM 1 opranizauisaM JloHerpkoi Ta JIlyranchkoi obacTeid, a Takox
HIINX MJIATEXIB 3 PaXyHKIB, BIAKpUTUX B opraHax Ka3nauelicrBay;

- IlocranoBu KabGinmery MinictpiB Big 16.12.2015 Ne 1035 «IIpo oOMexeHHS MOCTaBOK
OKpeMHX TOBapiB (poOiT, MOCIYT) 3 TUMYACOBO OKYIIOBAHO1 TEPUTOPIi HA IHIIY TEPUTOPIIO YKpaiHU
Ta/abo 3 iHII01 TepuTOpii YKpaiHu Ha TUMUYACOBO OKYITOBAaHY TEPUTOPIION;

- ITlocranoBu KaOinery MinictpiB Ykpainu Big 30.12.2015 Ne 1147 «lIpo 3abopony
BBE3€HHS HA MUTHY TEPUTOPII0 YKpaiHu ToBapiB, M0 NMOXoAATh 3 Pociiicbkoi deneparii».
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